li.l“l o COPPE
<
Instituto Alberto Luiz Coimbra de U F RJ
Pés-Graduagao e Pesquisa de Engenharia

A TABLEAUX METHOD FOR DOLEV-YAO MULTI-AGENT EPISTEMIC
LOGIC

Luiz Claudio Frederico Fernandez

Dissertagao de Mestrado apresentada ao
Programa de Pés-graduacao em Engenharia
de Sistemas e Computacao, COPPE, da
Universidade Federal do Rio de Janeiro, como
parte dos requisitos necessarios a obtencao do
titulo de Mestre em Engenharia de Sistemas e

Computacao.

Orientador: Mario Roberto Folhadela

Benevides

Rio de Janeiro

Abril de 2018



A TABLEAUX METHOD FOR DOLEV-YAO MULTI-AGENT EPISTEMIC
LOGIC

Luiz Claudio Frederico Fernandez

DISSERTACAO SUBMETIDA AO CORPO DOCENTE DO INSTITUTO
ALBERTO LUIZ COIMBRA DE POS-GRADUACAO E PESQUISA DE
ENGENHARIA (COPPE) DA UNIVERSIDADE FEDERAL DO RIO DE
JANEIRO COMO PARTE DOS REQUISITOS NECESSARIOS PARA A
OBTENCAO DO GRAU DE MESTRE EM CIENCIAS EM ENGENHARIA DE
SISTEMAS E COMPUTACAO.

Examinada por:

A Vorne s

Prof. §ario Roberto Folhadela Benevides, Ph.D.

%M Lest e

Prof. Gerson Zaverucha, Ph.D.

e . BeSuug Mouisp) Veloys
Prof. Sheila Réfgina ‘Mﬁrgel Véloso, D.Se.

RIO DE JANEIRO, RJ - BRASIL
ABRIL DE 2018




Fernandez, Luiz Claudio Frederico

A Tableaux Method for Dolev-Yao Multi-Agent
Epistemic Logic/Luiz Claudio Frederico Fernandez. — Rio
de Janeiro: UFRJ/COPPE, 2018.

XT, b1 pl: i3] 29, 7em.

Orientador: Mario Roberto Folhadela Benevides

Dissertacao (mestrado) — UFRJ/COPPE/Programa de
Engenharia de Sistemas e Computacao, 2018.

Referéncias Bibliograficas: p. [42] - [44]

1. tableaux. 2. epistemic. 3. logic. 4. security.
I. Benevides, Mario Roberto Folhadela. II. Universidade
Federal do Rio de Janeiro, COPPE, Programa de

Engenharia de Sistemas e Computacao. II1. Titulo.

il




v

To my family, friends and
girlfriend, for all the support.



Acknowledgments

[ would like to thank all my family, specially my parents, Doris and Claudionor, and
my sister, Line, for all the love and understanding over these years.

To all my friends, that even from afar, I am always with them.

I also wish to thank my advisor, Mario Benevides, for the patient guidance and
for all the opportunities since I was an undergraduate student.

To my coworkers from CAPGov/Lemobs, for all the support and encouragement.

I must also express my gratitude to Professor Ivan Varzinczak, for spending some
time with our project and for introducing us to Simon Kramer.

Finally, a special thank you to my girlfriend, Anna Carolina, for the companion-

ship in this long walk.



Resumo da Dissertacao apresentada a COPPE/UFRJ como parte dos requisitos

necessarios para a obtengao do grau de Mestre em Ciéncias (M.Sc.)

UM METODO TABLEAUX PARA LOGICA EPISTEMICA MULTI-AGENTE
DOLEV-YAO

Luiz Cldaudio Frederico Fernandez

Abril /2018

Orientador: Mario Roberto Folhadela Benevides

Programa: Engenharia de Sistemas e Computacao

Dada a importancia dos protocolos de seguranca no nosso cotidiano, os esforcos
para desenvolver mecanismos e modelos para verificacao de tais protocolos sao sem-
pre relevantes. Neste trabalho, nds propomos a Logica Epistémica Multi-Agente
Dolev-Yao, uma extensao da Légica Epistémica Multi-Agente, destinada para a
analise de protocolos de seguranca e inspirada no modelo Dolev-Yao, o trabalho pre-
cursor sobre criptografia formal. Nés provamos a corretude e completude do nosso
sistema, também demonstrando o seu uso. Em seguida, um método tableaux para
essa logica é apresentado, também incluindo sua corretude e completude. Por tltimo,

mostramos uma prova de terminacao para o nosso método, além de alguns exemplos.
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Given the increasing importance of security protocols in our daily lives, the
efforts to develop mechanisms and models for verification of such protocols are always
relevant. In this work, we propose the Dolev-Yao Multi-Agent Epistemic Logic, which
is an extension of Multi-Agent Epistemic Logic, aimed to analyze security protocols
and inspired by Dolev-Yao model, the seminal work in formal cryptography. We
prove the soundness and completeness of our system, also demonstrating its use.
Then, a tableaux method for this logic is presented, including the proofs of soundness
and completeness. Finally, we provide a termination argument for our method and

show some examples.
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Chapter 1
Introduction

Security protocols are increasingly present in our daily lives. They help us in banking
transactions, communication, file downloads, that is, information access in general,
protection. There are risks such as key or password cracking, the tracking of these
actions, an user can impersonate another user and so on. A good implementation is
a difficult issue given the saboteur’s behavior possibilities.

Most security protocols are based on one-way functions, which is a good way
of encryption, since it uses functions that are easy to compute, but hard to invert
without knowing a specific complementary information. We can find works related
to the logical verification of such specifications, also called formal cryptography [2-5],
and the ones involving concepts from areas such as probability and process algebra,
which consists the so-called computational cryptography [6-8]. There are even works
that try to combine both approaches, pioneered by ABADI and ROGAWAY [9].

The seminal work known as Dolev-Yao model [10] initiated the formal approach
in the early 1980’s. Here, we consider a perfect encryption scheme and the models are
obtained from functions of encryption and decryption. They show the vulnerability
of the protocol by demonstrating a logical error in the specification. This has inspired
several proposal, including this dissertation.

Multi-agent epistemic logics are designed to reason about knowledge of agents
and groups [11]. As pointed by DITMARSCH et al. [1], nowadays, these logics
are influenced by the development of modal logics and the system S5 is the most
popular one. Its use is relevant in many distinct areas, such as philosophy, economics,
linguistics, cryptography and computer science.

There are many different automated theorem provers, including resolution, nat-
ural deduction and tableaux, from different approaches, namely direct or indirect
deduction and labeled deductive systems [12]. In the latter, we have prefized tableaux

[13], which has a quite simple proof representation, similar to Kripke semantics [14).



1.1 Objectives

Our main objectives in this work are:

1. to present the Dolev-Yao Multi-Agent Epistemic Logic, namely S5py, a novel
multi-agent epistemic logic for reasoning about properties in protocols. It uses
structured propositions, which is a new technique to deal with messages, keys
and properties in security protocols in uniform manner, keeping the logic

propositional; and

2. to provide a tableaux method for Dolev-Yao Multi-Agent Epistemic Logic, also
discussing the soundness and completeness of the system and presenting its

termination argument.

1.2 Roadmap

This dissertation is planned in the following manner:

e in the next chapter, we present the background of the proposal: the Dolev-Yao
model for analysis of protocols, the multi-agent epistemic logic S5 and the

tableaux method;

e Chapter 3 introduces the S5py, illustrating its use with some examples and

showing soundness and completeness;

e in Chapter 4, we provide a sound and complete tableaux method for S5py

and discuss its termination;

e finally, Chapter 5 concludes this dissertation and provides some final remarks.



Chapter 2
Background

This chapter presents the required topics for elaboration of our work. First, we
present the Dolev-Yao model, including a brief explanation about public key proto-
cols and some examples. Then, the formalization of multi-agent epistemic logic &5

and, finally, the theorem prover known as tableaux method are given.

2.1 Dolev-Yao model

Introduced in [10], at the time of great discussion about the use of public key en-
cryption in network communication, this work intends to show why a formal model
is desirable to deal with security protocols.

Public key systems are efficient when we have a “passive” saboteur (also called
eavesdropper, attacker, intruder and so on), one who only intercepts the commu-
nication and tries to decode the message. But NEEDHAM and SCHROEDER [15]
already had pointed out that a not well specified protocol permits an “active” in-
truder, one who may fake his identity and manipulate the intercepted message, to

succeed.

2.1.1 Public key protocols

In this system, based on [16, [I7], we assume that every user X in the network has an
encryption function Ex, which generates a pair (X, Ey), inserted in a secure public
directory, and a decryption function Dx, known only by X. The main requirements

on the functions above are:
o Dx(Ex(M)) = M;

e for any user Y, knowing Ex (M) and the directory containing all the public

pairs does not reveal anything about M.



So, other users can communicate with X sending an encrypted message Ex (M)
and X can decrypt it using Dx(FEx(M)) = M, but only X gets M, even if Ex (M)
is accessible to them.

A message transmitted between two users is denoted by: the sender’s name,
the text (encrypted) and the receiver’s name. One of the basic assumptions on the

perfect public key system is that the functions are unbreakable.

2.1.2 Examples

To illustrate intruder’s possible behaviours, let’s consider the following examples.

Example 2.1.1. In this case, the receiver always replies a message using the

sender’s public key. User A wants to send a plaintext M to user B:

a) A sends message (A, Eg(M), B) to B [Figure [2.1(a)|;

b) Intruder Z intercepts the above message and sends message (Z, Eg(M), B) to

B [Figure (D),
c) B sends message (B, Ez(M),Z) to Z [Figure 2.1(c)|;

d) Z decodes Ez(M) and obtains M.

A— (A Ep(M),B)—=B
(a) Message sent from A to B

AEB\ AM

b) Interception and message sent from Z to B

AEB(\ %(M)Z

¢) Message sent from B to Z

Figure 2.1: Illustration of Example 2.1.1

As suggested in [15], it’s possible to improve this protocol encoding the sender’s

name concatenated with the plaintext.



Example 2.1.2. Now, the receiver uses the public key of the indicated user that is

encrypted with the plaintext, not the sender’s one (where M A is the concatenation

of M and A):

a) A sends message (A, Eg(MA), B) to B [Figure 2.2(a)|;

b) Z intercepts the above message and sends message (Z, Eg(MA), B) to B [Fig-
ure E2(5));

c) B sends message (B, Eo(MB), Z) to Z [Figure [2.2(¢c)|;

d) Z cannot decode E4(MB) to obtain M.

A—— (A, Ey(MA),B)——~ B
(a) Message sent from A to B

(A,Ep( M\ %MA

b) Interception and message sent from Z to B

(A,Ep M\ A MB),

c) Message sent from B to Z

Figure 2.2: Illustration of Example 2.1.2

In the next example, the sender adds another layer of encryption to the message

but, surprisingly, it becomes an insecure protocol.

Example 2.1.3. In this case, the receiver also uses the public key of the indicated

user that is encrypted with the plaintext.
a) A sends message (A, Eg(Eg(M)A), B) to B [Figure 2.3(a)|,
b) B sends message (B, EA(EA(M)B),A) to A [Figure 2.3(a)];

¢) Z intercepts the above message. Let’s denote Eo(M)B by M, then Z has

EA(M) from the intercepted message. Now, Z starts a communication with

A sending him message (Z, Eo(EA(M)Z), A) [Figure 2.3(c)|;

5



d) A sends message (A, Ez(Ez(M)A), Z) to Z [Figure [2.3(d)];

e) Z decodes Ez(M), obtains E4(M) and sends message (Z, EA(E(M)Z), A)
to A [Figure [2.3(e)],

f) A sends message (A, Ez(Ez(M)A), Z) to Z [Figure 2.3(f)];

g) Z decodes Ez(M) and obtains M.

A—— (A, Ey(Ep(M)A),B)——~B A~ (B, Ex(Ea(M)B), A)~— B
(a) Message sent from A to B (b) Message sent from B to A

(Z.Ea(Ea(NT \ AEA

c¢) Interception and message sent from Z to A

(AEz(Ez( MN AEA(M

d) Message sent from A to Z

(Z.Ea(EalM \ AEA (M)B),A)

) Second message sent from Z to A

(ALEy(Ey(M \ AEA(M

) Second message sent from A to B

Figure 2.3: Illustration of Example 2.1.3

2.1.3 Rules

These rules are not formulated in the original paper, but we can easily obtain them

from the theory presented there. They permit the intruder to make deductions from

6



the intercepted and sent messages.

Here, we are assuming an enumerable set K = {ky,...} of keys, T as all the
information that the intruder has and an encryption function {M },, which encrypts
the message M under the key k.

The entailment relation T+ M has the intuitive meaning that M can be com-
puted from 7. This relation is defined inductively, in a natural deduction-like system.

Works such as [18] [19] have defined a similar notation:

MeT
THEM

Reflexivity

THM Tvk o TH{M} Ttk
T+ (M}, ceryprion TFM

Encryption

THM TFN
TF (M,N)

Pair-Composition

TH(M,N) T+ (M,N)
THM THEN

Pair-Decomposition

2.2 Multi-agent epistemic logic

The study of knowledge, epistemology, and modalities started with the early Greek
philosophers [11, 20], but it was VON WRIGHT [2I] who motivated a formal log-
ical analysis of reasoning about knowledge, while HINTIKKA [22] extended these
notions, resulting in the epistemic logic as we know it today.

Using Kripke structure, the multi-agent approach allows us to represent knowl-
edge and belief of an agent or a group of agents. It’s useful for many applications,

such as puzzles, negotiations and protocols.

2.2.1 Language and semantics

The multi-agent epistemic logic S5 presented below is based on [1, 11].

Definition 2.2.1. The multi-agent epistemic language consists of an enumerable
set ® of propositional symbols, a finite set A of agents, the Boolean connectives —
and N\ and a modality K, for each agent a. The formulae are defined as follows,

represented in BNF-notation:

eu=p|T| @ |1 Aps| K



where p € ®, a € A and K,p is intended to mean that “agent a knows ©”.

We are considering the standard abbreviations and conventions:

[ ] J_ —|—|—
® p1Vipy = (-1 Aps)

o 01—y = (1 Apg)

® P < P2 (1 = @2) A2 = 1) = =(01 A =2) A =(pa A 1)

Ba(p = —|Ka—190
B.p may be read as “agent a believes ¢”.

Definition 2.2.2. A multi-agent epistemic frame is a tuple F = (W, ~,) where:

o W is a non-empty set of states;

o ~, is a reflexive, transitive and symmetric binary relation over W, for each

ac A

In this case, we say that ~, is an equivalence relation.

Formally, the property of Reflexivity is defined by:
for all w e W,w ~, w

which means that any state is accessible from itself [Figure 2.4].

Figure 2.4: Reflexive relation
Transitivity is defined by:
for all w,v,u e W, if w ~, v and v ~, u then w ~, u

which means that, if there exists a state that is accessible via an intermediate then

the former is also directly accessible [Figure 2.5].



Figure 2.5: Transitive relation

Finally, Symmetry is defined by:
for all w,v € W, if w ~, v then v ~, w

that is, the relation is reversible [Figure 2.6].

_____

Figure 2.6: Symmetric relation

Definition 2.2.3. A multi-agent epistemic model is a pair M4 = (F,V), where
F is an epistemic frame and V is a valuation function V : ® — 2. We call a
rooted multi-agent epistemic model (A ,w) an epistemic state and we will often
write A ,w rather than (M ,w).

Definition 2.2.4. Let 4 = (W,~,, V) be a multi-agent epistemic model. The
notion of satisfaction M ,w = ¢ is defined as follows (where iff stands for “if and

only if”):
1. MwET always
2. M,w=p iff we Vp)

3. M, E o iff M w o

4. M,wlE o Nay iff How E g and M w = s

v

CMw E Ko iff for allw'" € W, if w ~, w' then M ,w' = «



2.2.2 Axiomatization

The axioms and inference rules (also called derivation rules) for S5 are given below:

Axioms

1. All instantiations of propositional tautologies.
2. Ka(p = ¢) = (Kap = Ka¥)

3. Kyp—

4. Koo — K. Kqp [positive introspection]

5. = K.p = K,~K,p [negative introspection]

Inference Rules

—>
w Universal Generalization

©
(0 K.

Modus Ponens

Substitution ¥
op

where o is a map uniformly substituting formulae for propositional variables.

2.2.3 Example

This example is found in [1]. There are three players, a (Anne), b (Bill) and ¢ (Cath).
Each one receives a card. They don’t know each other’s card and they can only see
their own card; they know these facts, they know that they know them, and so on.
We denote by 0,,1,,2,, for z € {a,b,c}, each card that each player holds in their
hand and each state by every possible deal of cards, for example, state 210 represents
the state that Anne holds card 2, Bill holds card 1 and Cath holds card 0. Suppose
that, in fact, 0,, 1, and 2. are true. Leaving out all reflexive relations (to provide
an economical representation of the model), we have the following epistemic model
Heza = (W, ~,V) [Figure 2.7]:

o W = {012,021,102,120, 201,210}

e ~, ={(012,021),(102,120), (201,210)}

~, = {(021,120), (012,210), (102,201)}

~. = {(012,102), (021, 201), (120, 210) }

V(0,) = {012,021}, V(1,) = {102,120}, V(2,) = {201,210}

10



o V(0,) = {102,201}, V(1,) = {012,210}, V/(2,) = {021,120}

o V(0.) = {120,210}, V(L) = {021,201}, V(2,) = {012,102}
¢ @ a @ b
102 A (120)
b ac

Figure 2.7: Epistemic model Heza, based on DITMARSCH et al. [1]

These equivalence relations represent the players’ ignorance about each other
players’ cards, since they can only see their own card. Thus, by the actual distri-
bution of card, we have the epistemic state (Heza,012) and we can assert some

formulae:

e Hexa, 012 F K,0,
e Hexa, 012 F K,1,

e Hexa, 012 F K 2.

So, in this epistemic state, it holds that ‘Anne knows she holds card 0, ‘Bill knows
he holds card 1" and ‘Cath knows she holds card 2’. We also have, for instance, that
‘Bill doesn’t know Anne’s card’ and ‘Anne knows that Bill doesn’t know her card’,

formally represented as follows:

o Hexa, 012 F —(K,0, V Kpl, V Kp2,)

o Hexa,012 F K,—(K,0, V Kpl, V Kp2,)

2.3 Tableaux method

We choose the tableau method theorem-proving for our proposal motivated by its
Kripke model-like representation, which is very intuitive to work with. This system
is a tree-structured refutational method, which, to prove a formula ¢, we start the

proof supposing —p and then we try to obtain unsatisfiable subformulae in each

11



branch from this negation. If every branch is unsatisfiable, then —¢ is unsatisfiable
as well, therefore ¢ is valid. We can also consider it in the sense of logical consequence

checking: for a database DB = {¢1,...,¢,} and a question ¢,
DBE ¢

if and only if (41 A -+ A ¢,) — @ is a tautology, that is, if its negation is a contra-

diction.

2.3.1 Semantics

The method presented below is based on the tableaux method for modal logics found
in [23] 24]. As our main concern at the moment is to prove and model the deductions
resulted from the bad behaviour of a particular agent, the intruder, certain changes

were made to adapt the method to our needs, slightly abusing the notation.

Definition 2.3.1. A branch 6 of a tableau T is closed if there is ¢ and = for any

formula .
Definition 2.3.2. A tableau T is closed if every branch is closed.

For &5, we must use the sub-tableaux concept to obtain a refutation. A sub-
tableau intends to simulate the possible world relation. So, if a sub-tableau is closed,
the branch that originated it also closes. As we should use rules that creates a new
sub-tableau or add a new formula to previously generated one, we need a mechanism
to label it.

Definition 2.3.3. A prefix is any expression used to name a tableau.

Each tableau will have a different name, so a formula ¢ in a tableau refutation
is unique, identified by (o, ), where o is the prefix.

To manage the creation of new tableaux and the addition of new formulae to
a previously generated tableau, we denote p as the operator which applied on a

formula (o, ) it will:

e create a new tableau o', starting with ¢, if ¢’ is not a name for a previously

generated tableau subordinated to the branch which ¢ holds; or

e add ¢ to the tableau specified by the prefix o.

2.3.2 Rules

First, we present the propositional tableaux rules, for all formulae o and 3:

12



alAp ——o _=(aAp) a—f _ A(a—p)
- Roneg == R —p R —5 BRo—F—
8 -8

When rules Rx, Rpneg and R7, are applied, we add the derived subformulae in
the same branch of the original formula, while rules R,; and R_; splits the original
branch.

The rules for S5 are defined as follows, based on [24]:

K, o
p(T', ~a)
K,a R o(T", K,«)
« 1 K,

R , where 7" is a new tableau

R,

K,«a ) .
R4 , where 7" is a previously generated tableau
0

(7'//’ KaOé)

The subscripts ¢ and 4 indicate the correspondence between axioms K,p — ¢

and K,p — K,K,p, respectively, and properties of accessibility relations.

2.3.3 Example

In order to illustrate the usage of tableaux method, we give the following examples:

Example 2.3.1. Let’s prove the theorem o — (8 — (a A B)):

1. ~(a— (B— (@AB)  [negation of the question]

2. a [from 1, by R7)]

3. =(B = (anB)) [from 1, by RZ,]

4. B [from 3, by RZ,]

5. =(aNpB) [from 3, by R7]
S\

6. ~« —f [from 5, by R;]

Since each of the branches is closed, we have a closed tableau.
Example 2.3.2. Let’s prove the theorem (K,a N K,f8) = Kq.(a A B):
1. ~(Kaa NK,p) = Ki(aNp)) [negation of the question]

2. KoaNK,.fB [from 1, by R7]

13



3. 2 Ky(a A p)
4. K,«

5. K.fB

Now, we generate a new tableau:

3.1. =(aNp)
3.2. K,«
3.3. K0
3.4.

N\

3.5.

3.0.

[from 1, by R7]
[from 2, by R,|

[from 2, by R,]

[from 3, by R,]
[from 4, by Ry]
[from 5, by Ry]
[from 3.2, by Ry]

[from 3.3, by Ry]

[from 3.1, by R}]

Since each of the branches is closed, we have a closed tableau.

14



Chapter 3

Dolev-Yao Multi-Agent Epistemic
Logic

This section presents the SHpy, a multi-agent epistemic logic designed to analyze
security protocols, based on Dolev-Yao model. We prove soundness and completeness
of our system and also show some examples. An early version of this work was
presented as a short paper at CSBC 2017 [25].

3.1 Language and semantics

There is a novelty in the language of S5py: formulae are built from expressions
and not only from propositional symbols. Intuitively, an expression is any piece
of information that can be encrypted, decrypted or concatenated in order to be

communicated.

Definition 3.1.1. The Dolev-Yao multi-agent epistemic language consists of an
enumerable set ® of propositional symbols, a finite set A of agents, an enumerable
set of keys IC = {k1,---}, the Boolean connectives — and A and a modality K, for
each agent a. The expressions and formulae are defined as follows, represented in
BNF-notation:

E:=p|k|(E,E)|{E}

where k € K and p € ®.
pu=e|T[=p]p1Aps| Kap

where e € E and a € A.

We are also considering the standard abbreviations and conventions as specified

in Definition 2.2.11

15



Definition 3.1.2. A Dolev-Yao multi-agent epistemic frame is a tuple F = (S, ~q)

where:

e S is a non-empty set of states;

e ~, is a reflexive, transitive and symmetric binary relation over S, for each

agent a € A.

Definition 3.1.3. A Dolev-Yao multi-agent epistemic model is a pair M = (F, V),
where F is a Dolev-Yao multi-agent epistemic frame and V' is a valuation function

V 1 B — 29 satisfying the following conditions for allm € E and k € K:
1. V(m)nV(k) € V({m})
2. V({m}x) NV (k) € V(m)
3. V(m)nV(n) = V((m,n))

We call a rooted Dolev-Yao multi-agent epistemic model (M, s) an epistemic

state and again, we will often write M, s rather than (M, s).

We will see that these conditions are necessary for the soundness and complete-
ness proofs.

The first one ensures that, in any state, if we have a message m and a key k then
we must be able to have the encrypted message {m}y.

Condition [2] establishes that if we have an encrypted message {m}; and a key k
then we must be able to decrypt it and obtain m.

Finally, the last condition says that, in any state, we have messages m and n if

and only if we have the pair (m,n).

Definition 3.1.4. Let M = (S, ~,, V) be a Dolev-Yao multi-agent epistemic model.
The notion of satisfaction M, s |= ¢ is defined as follows:

1. M,s=T always

2. M,skEe iff s € Ve)

3 M, s = —p M, s b o

4. Mys k=@ Ny iff M s |1 and M, s |= o

v

M, s = Kup iff for all s € S, if s ~, s then M,s' |= ¢

16



3.2 Axiomatization

In the axiomatization of S5py we have the same axioms listed in Definition 2.2.2,

plus the last three axioms of the following list:

Axioms
1. All instantiations of propositional tautologies.
2. Ka(p = ¢) = (Kap = Kah)
3. Kpp—
4. Koo — K Kup [positive introspection]

5. = K.p — K, K,p [negative introspection]

6. mAk— {m}y [encryption]
7. {mlx Nk —m [decryption)]
8. mAn < (m,n) [pair composition & decomposition]

Inference Rules

_>
w Universal Generalization

2
P Kap

Modus Ponens

Substitution ¥
op

where o is a map uniformly substituting formulae for propositional variables.

Axioms [] and [f] are standard in multi-agent epistemic logics literature
[11], while axioms [} [7] and [§] enforce the semantical properties of the valuation
function (conditions [1} 2 and [3] of Definition [3.1.3)).

Lemma 3.2.1. The following formulas are theorems of Shpy :
1. Kom A Kok — K {m}y
2. Ko{m}p N K.k — K,m
3. Kom N\ Kyn <> K,(m,n)

Proof. This proof is straightforward from axioms 2, 6, 7, 8, inference rule Universal

Generalization and the fact that K, distributes over conjunction, that is:

Ko (o A1) < (Ko A Kot))

17



3.3 Soundness

We only prove the soundness of axioms 6, 7, 8. The others axioms and inference
rules are standard in multi-agent epistemic logics and are well-known to be sound
for the class of S5 models.

Lemma 3.3.1. The following axioms are sound with respect to the class of S5py

models:

1. mANk— {m} [encryption)

2. {mlp Nk —m [decryption]

3. mAn<+ (m,n) [pair composition & decomposition]
Proof.

Il suppose we have a Dolev-Yao multi-agent epistemic model M and a state s

such that
M,slEmAEk
Then we have that
M, slEm
and
M, sk

But this is if and only if s € V(m) and s € V (k). By condition 1 of Definition
3.1.3, we have that s € V/({m},) and thus

M,S I {m}k

and

M,slEmAk— {m}g

2 & Bl analogous to the above proof, but we use conditions 2 and 3 of Definition 3.1.3,

respectively.
|

We will also see in the next chapter that the contrapositive of these axioms are

true, which will help us later on.
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3.4 Completeness

Now we prove the completeness of S5py by Canonical Models, based on [26]. First,

we need some definitions:

Definition 3.4.1 (Maximal Consistent Set). Given a system S and a set of

formulae T, we say:

1. T is S-inconsistent if for some subset {a,...,a,} C T we have
Fs m(ag AL o A ay)

and I" is S-consistent if it is not S-inconsistent;
2. I' is maximal if for any formula o, either a € " or ~a € T';

3. T' is maximal S-consistent if it is both mazimal and S-consistent. In this case,

we say that I' is a S-MCS.

Next, we list and prove the MCS properties:

Proposition 3.4.1 (MCS Properties). Let I" be a S-MCS. Then for all formulae
¢ and :

1. either ¢ € I' or =¢ € I, but not both;

2. T s closed under Modus Ponens: if p € I' and ¢ — ¢ then ¢ € T';
3. oV el iff eitherp €T ory €17

4. pNYp el iff bothp €' and ¢ € T';

In particular, if I is a S5py-MCS then for all messages m and {m}y, pair (m,n)
and key k:

5. all theorems of Sbpy CT';
6. ifmel and k €' then {m}, € I';
7. if{m}r €T and k € T then m € T;

8. (m,n) €T iff bothm el andn €T,
Proof.

Il by maximality, one of them must be in I’
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6, 7 & 8.

suppose ¢ € ', then {¢, ¢ — ¢, ¢y} C I, which is an absurd because {¢, ¢ —
Y, )} is S-inconsistent. Therefore ¢ € T;

analogous to property 2;

. for all theorems w € Sbpy, Fs5,, w. Suppose ~w € I', as I" is SHpy-consistent,

I' Fss5,, —w, which is a contradiction. Then —w ¢ I'. By maximality, w € I.
Therefore all theorems of S5py C I';

follow straightforward from properties 2 and 5.

Now, our aim is to state and prove Lindenbaum’s Lemma, which shows that any

consistent set of formulae can be extended to a MCS:

Lemma 3.4.1 (Lindenbaum’s Lemma). For any S-consistent set ¥, there is a
set ¥t such that:

Y C Yt and

Yt is a S-MCS.

Proof. Let ¢g, @1, @2, ... be an enumeration of formulae of our language. We define

the set 21 as the union of a chain of S-consistent sets as follows:

Y, U{¢ir1}, if it is S-consistent

Yo=Y = .
Y, U{~¢;s1}, otherwise

Claim: X; is S-consistent for any j. We prove that by induction on j.

Base case: Y5 = X is S-consistent by hypothesis.

Induction hypothesis: suppose that >; is S-consistent.

Now, we want to show that X, is also consistent. By construction, we have:

o Y, U{pjp}, if it is S-consistent
i Y, U{-¢j11}, otherwise

By the above construction we have directly that »;,; is also S-consistent.

Thus, ¥; is S-consistent for any .

¥t Uiso Xi. Now we have to prove that X is a S-MCS.
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¥+ is S-consistent. Because otherwise some finite subset of the set ¥; C XT
would be S-inconsistent, but we just proved that any ¥; is S-consistent. There-
fore, by item [1] of the definition of [Maximal Consistent Set| (Definition
3.4.1), ¥ is S-consistent.

Y1 is maximal. Because given any formula ¢, either ¢ € ¥; or —¢ € X, for

some j. Then 3; C ¥*. So, ¥ is maximal.

Therefore X7 is a S-MCS.

The Canonical Model for S is defined as follows:

Definition 3.4.2 (Canonical Model). The canonical model M over S is the triple
(S, ~S V), where:

1. S is the set of all S-MCS;

2. Nf is the canonical relation, a binary relation on S°, for each agent a € A,

defined by s ~3 1 if for all formula v, if K € s then ¢ € r;

3. VS is the canonical valuation, defined as VS(e) = {s € S | e € s}, where
ec k.

§ = (S%,~%) is called the canonical frame.

Next, we prove the Ezistence Lemma, in order to prove later the Truth Lemma:

Lemma 3.4.2 (Existence Lemma). Let I' € S¢ be a S-MCS such that B,¢ € T.
Then, there exists a S-MCS ¥ such that {¢ | K,p € T} U{¢} C 3.

Proof. We first prove that ¥~ = {¢ | K,p € I'} U {¢} is S-consistent.
Suppose that >~ is S-inconsistent. Then, there exists a finite subset 1,..., v,
such that =(p; A -+ A, A @) is a theorem:

Fs (g1 Ao A A @)

Fspi Ao A, — 2 [propositional tautology]
Fs Ka(p1 Ao Ay — —0) [inference rule Universal Generalization|
Fs Koo1 A ... AN Kyp, — K=o laxiom 2]

By hypothesis, K,o1 €T, ..., K.p, € T, so, by property 2 of the
erties (Proposition 3.4.1), K,—¢ € T', and also, by duality and as I' is S-MCS,
-B,¢ € T', which is a contradiction. Thus, ¥~ is S-consistent. By [Lindenbaum’s|
Lemma (Lemma 3.4.1), there exists a S-MCS extension ¥ that extends 3.
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Lemma 3.4.3 (Truth Lemma). For any formula ¢, M, s+ ¢ iff ¢ € s.

Proof. By induction on the length of ¢.
Base case:
M sl-eiff s € VO(e)iffecs

Induction hypothesis: it holds for |¢| < i

M, sl-oiff ¢ €s

Booleans: follows from the property 1 of the MCS Properties (Proposition
3.4.1).

Knowledge operator:

= Suppose
MS, s - Kqo (i)

and K,¢ ¢ s. Thus, by maximality, we have that B,—¢ € s. So, by [Existence]
Lemma (Lemma 3.4.2) there exists a r such that

{¢ | Kap € s} U=g Cr (i)

By definition of [Canonical Model| (Definition 3.4.2) s ~$ r. From (i), for all

s, if s ~$ s’ then

Mme, s I+ ¢

By the induction hypothesis, ¢ € s’ for all s’ and in particular ¢ € r, which is
a contradiction with (ii). Thus, K,¢ € s

< Suppose K, ¢ € s and
M, s I Kaop

S

o r and

then there exists a r such that s ~

M, r I —¢

But by induction hypothesis, =¢ € r. By Canonical Model (Definition 3.4.2)
if s ~5 r, for all formula v, if K, € s then ¢ € r. So, ¢ € r, which is a

contradiction. Thus,
M, s 1 Koo

S

o are reflezive, transitive and sym-

Lemma 3.4.4. The canonical model relations ~

metric.
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Proof. This follows from the definition of ~$ and this proof can be found in epistemic

and modal logics literature [1, 11, 26].
|

Theorem 3.4.1. The canonical model M3>Y is a S5py model.

Proof. First we prove that 9%y satisfies conditions 1, 2 and 3 of Definition 3.1.3:

e Suppose we have s € V(m) NV (k) for a generic state s € S5°Pv. So, we have
that s € V(m) and s € V (k). Also,

MY 5|k m

and
MY s |k k

which entails
MY sl-mAk

As S9°0Y is a S5py-MCS, all the axioms of S5py are valid in s. Using axiom

6 and inference rule Modus Ponens, we have

M2 s - {m}y,

Therefore, by the [Truth Lemmal (Lemma 3.4.3), we have that {m}, € s, that
is, s € V({m}x). Thus, V(m) NV (k) C V({m}r) (condition 1 of Definition
3.1.3).

e The proofs of conditions 2 and 3 of Definition 3.1.3 are analogous to the above

proof, but we use axioms 7 and 8, respectively.

Together with Lemma |3.4.4] we are done.
|

Theorem 3.4.2. Let 3 be a S5py -consistent set of formulae. Then, 33 is satisfiable.

Proof. By Existence Lemma (Lemma 3.4.2), there exists a S5py-MCS X* such
that ¥ C ¥* and, by Truth Lemma (Lemma 3.4.3), 9S>y ¥+ = 3.
[ |

3.5 Examples

Let’s return to the examples in subsection 2.1.2. At the moment, the protocols
actions are represented in a kind of extra or metalanguage. The mentioned theorems
refer to Lemma [3.2.71
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We have three agents, A, B and Z. Assuming that kxy = kyx for every agent
X and Y, KB stands for Knowledge Base and i.k. for initial knowledge:

Example 3.5.1. Returning to Example 2.1.1, A wants to send a message m to user

B. The receiver always replies a message using the key shared with the sender:

0. KBy = {Kakap, Kpkap, Kgkpz, Kzkpz, Kam} i.k.

KByt Ka{m},, thrm. [
sendap({m}r,5)

Z intercepts

1. KB, := KBOUKZ{m}kAB
sendzp({m}k ,5)
2. KBy := KB U KB{m}kAB
KBy Kgm thrm.
KByt Kp{m},, thrm. 1
Sendsz({m}sz)L
3. KB3:= KByU KZ{m}kBZ
KBsF Ky;m thrm. 2

Intruder Z knows m.

Example 3.5.2. Returning to Fxample 2.1.2, A also sends an encrypted message
to agent B, but now the receiver always replies a message using the key shared with

the indicated agent that is encrypted with the plaintext:
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0. KB(): {KAkAB, KB]{ZAB, KBkJBz, szgz, KAm} Zk}
KByt Ka(kag, m) thrm.

KBy +F KA{(kABa m)}kAB thrm. 1
SendAB({(kAB7m)}kAB)

Z intercepts

1. KBy := KBy U Kz{(kap,m)}.p
SC’I’LdZB({(kAB7m)}kAB)
2. KBy . =KB; U KB{(kABa m)}kAB
KBy b Kp(kag,m) thrm. 2
KBy Kgm thrm. 3
KBy = KB{(kABa m)}kAB thrm. 1
SendBZ({(kAB7m)}kAB)l
3. KBg = KBQUKZ{(kABam)}k’AB
KBst/ Kz;m

Intruder Z does not know m.

Example 3.5.3. Returning to Example 2.1.3, A sends a double-encrypted message
to agent B and B replies, but the intruder intercepts the message and starts com-

municating with A. The receiver also replies a message using the key shared with the
dicated agent that is encrypted with the plaintext:
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0. KBy = {Kakap, Kakaz, Kpkap, Kzkaz, Kam} i.k.

KBy F Ka{m}y,p thrm.
KByt Kalkag, {m}r,s) thrm.
KBy tF Ka{(kag, {m}ras) inn thrm.
sendAB<{<kAB,{m}kAB>}kAB>l
1. KBy := KBy U Kg{(kap: {m}r.p) tias
KBy F Kp(kag, {m}i,,) thrm.
KBy = Kg{m}i,p thrm.
KB+ Kgm thrm.
KBy - Kp{(kap, {m}rip) }kus thrm.

sendBA({(kABv{m}k’AB)}kAB)l

Z interceptsl

2. KBy := KB, U KZ{(kAB7 {m}kAB)}kAB

KBy b Kz{m}r,, = Kz{(kas, {m}i.p) eas

KBy - KZ{(kAZa {m}kAB)}kAZ thrm.
sendza({(kaz Mtk 5) kay)
3. KB?, = KBQ U KA{(kAZv {m}k’AB)}kAZ
KByt Ka(kaz, {m}ra,) thrm.
KBs - KA{m}kAB thrm.
KBsF Kam thrm.
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KByt Ka{(kaz, {M}kay) thas
Se"dAZ({(kAZ’{Th}kAZ)}kAZ)l
KBy := KBsU KZ{(kAZa {m}kAZ)}kAZ
KB, KZ(kAZ7 {m}kAZ)
KBy + KZ{m}kAz
KB, F Ky;m
KB4 F Kzﬁl = KZ(kABa {m}kAB>
KBy + KZ{m}kAB
KB, KZ{<kAZa {m}kAB)}kAZ
SendZA({(kAZ’{m}kAB)}kAZ)L
KBs := KBy U Ka{(kaz,{m}k,5) }kar
KB5 = KA(kAZ7 {m}kAB>
KBs = KA{m}kAB
KBs+ Kam
KBy + KA{(kA27 {m}kAz)}kAz
sendAz({(kAZ,{m}kAz)}kAZ)L
KB(; = KB5 U KZ{(kAZa {m}kAZ>}kAZ
K Bg + KZ(kAZ7 {m}kAz>

KBg+ KZ{m}kAz

KBg = Kzm
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Intruder Z knows m.

Inspired by BAN Logic [2], we also tested our system on some well-known proto-
cols: the Kerberos [27] and the Andrew Secure RPC Handshake [28] protocols. These

analyses can be found in appendices A and B, respectively.
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Chapter 4

Tableaux Method for Dolev-Yao
Multi-Agent Epistemic Logic

Now, we present the tableaux method for S5py. Here we provide a set of rules that
allow us to verify if a malicious user can obtain private messages from a communica-
tion network, for example, deriving this information from the messages he received
or intercepted.

We also prove the soundness and completeness of our method, we briefly explain

the termination argument and, finally, we give some examples.

4.1 Semantics

The semantics for our method are the same as in subsection 2.3.1.

4.2 Rules
The rules for our method are the same as in subsection 2.3.2, for all formulae o and
B:
alf e _ (e p) a—f _ (a—=pP)
B Bow—m Rio—p Recip B
B -
-K, .
R —a’ where 7" is a new tableau
p(T', ~a)
Ko p(T", Kaa)
R R} ———=
Yo 4 K, o
R Koa here 7" is a previously generated tableau
— W A%
4 10(7—//’ qu{)? p y g

And now we add the following ones:
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{m}x

k L imy (m,n) - 2(m,n)
Rpec T REne E— Rpair 7;1 Rpair m
n

where m, {m}y,n,(m,n) € E and k € K.

4.3 Soundness

The soundness proof for our method is inspired by [23]. First, we need some defini-

tions:

Definition 4.3.1. Let I' be a set of formulae:

1. we denote sIF T to represent s Ik «, for all a € T';

2. we say I" is satisfiable if there exists a model M and some possible state s € S
such that s Ik T';

3. a tableau branch is satisfiable if the set of all its formulae is satisfiable. A

tableau is satisfiable if at least one branch is satisfiable.

Lemma 4.3.1. The rules of tableaux method preserve satisfiability. That is, if a
tableau T is satisfiable then the tableau resulting from the application of a rule to T

18 satisfiable.

Proof. Let T be a satisfiable tableau. By property [3] of Definition T has at
least one satisfiable branch, although it could have unsatisfiable ones. So, or the rule
is applied to a satisfiable branch or to an unsatisfiable one.

First case: if the rule is applied to an unsatisfiable branch, each originally
satisfiable branch remains unchanged. Therefore, the tableau resulting from the
application of a rule is satisfiable.

Second case: if the rule is applied to a satisfiable branch #, which consists of
a set of formulae I" and some specific formulae v and 0 which the rule is applied.
As 0 is satisfiable, by property [2| of Definition 4.3.1, there exists a model M and a
possible state s € S such that s I I', in particular, s IF v and s IF 6. Let’s ' be
the new branch obtained by the application of an inference rule to . We have the

following cases for each possible structure of v and/or §:

e for v or 0 of type =—a, a A B, =(aV B), ~(a = 5), aV B, ~(a A ), a — B,
K, or =K,a, the proof can be found in tableaux for modal logics literature
13, 23].
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e Rpe.: for v of type m and for ¢ of type k, where m,k € I', since s I m and
s IF k, that is, s IF m A k, by the soundness of axiom 1 of Lemma [3.3.1] we
have s I {m}y. Therefore, #' is satisfiable.

e Rp..: for v or § of type ={m}; and s I —={m};. By the contrapositive of
axiom 1 of Lemma 3.3.1 and its soundness, we have s IF =(m A k) and also
s I —=m V =k. Suppose s IF —m, then 6’ is satisfiable. Suppose s I =k, then ¢’

is also satisfiable. Therefore, 8’ is satisfiable.

e the cases for rules Rp,;, and Rp,;. are analogous to the cases for rules Rpe. and

Rg,., respectively, but using axiom 3 of Lemma 3.3.1.

The soundness of our tableaux method follows straightforward from the above
lemma. If a formula —«a has a closed tableaux, then it is unsatisfiable. Thefore o

must be a valid formula.

4.4 Completeness

As pointed by COSTA [23], in [29] it is proven the completeness of tableaux method
for classical logic, based on the construction of a completed tableaux and showing
that when we cannot build a closed tableau for a formula —«, we have what is
necessary to build a counter-model for «, therefore, « is not valid. Then, FITTING
[13] extended this approach by adding the notion of prefizved tableauz, with the
definition of a completed tableau and proving that if a formula « is valid, then every
completed tableau for -« is closed. The completeness proof found in [23] is inspired
by this approach and is also the base for the proof below.

Let’s begin with some definitions:

Definition 4.4.1. Formulae of the form X \Y, =(XVY), =(X = Y), ==X, (m,n)
or occurrences of m and k are called type-a formulae, while every formulae of the
form XVY, 2(XAY), X =Y, =(m,n) or ={m}y are called type-5 formulae. The
components aq and as from a type-a formula and the components B and By from a

type- formula are given in the tables bellow:
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(6] (03] Q9
XAY X | v
~(XVY) | °X | =Y
~(X>Y)| X | Y

=X X
(m,n) m n
h {m}tx | {m}

Table 4.1: Components of a type-a formula

g Bi | Bo
XVY | X | Y
~(XAY) | =X |~y
X>Y |-X|Y

=(m,n) | -m | -n

—~{m}y | -m | -k

Table 4.2: Components of a type-3 formula

Definition 4.4.2. A branch 0 of a tableau o is called complete if it satisfies the

following conditions (where ¥ is a set of formulae of 0 and ~y a specific formula):

1.

2.

if (o,a) € 3, then (0,a1) € ¥ and (0, a9) € 3;
if (0,5) € 3, then (0,51) € X or (0,0s) € ¥;

if (0,Ku.y) € X, then (o',y) € ¥ for every tableau o' that occurs in ¥ and is

accessible from o;

cif (0,7 Kyy) € 3, then (0/,7) € X for some tableau o’ that is accessible from

g,

every branch of any tableau which is accessible from 0 is complete or closed as

well.

Definition 4.4.3. We say that a tableau T is completed if every branch of o is

complete or closed.

So, if a branch 0 of a tableau T is complete and open, then we have at least one

open branch (that is also complete) per subordinated tableaux to 6.

Theorem 4.4.1. Every complete and open branch of a tableau is satisfiable.
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Proof. Let 6 be a complete and open branch of a tableau 7 and X be a set of
formulae of # and of the tableaux 7;,7s,... (which are recursively subordinated
to 6). We construct a model M where S is the set of tableaux {7, 71, 72,...}, ~a
is built from the pairs (77, 73), such that 7T is subordinated to 7; and satisfying
the following conditions, where E is an expression and the prefixes 0,01, 09,... are

associated to {T, 71,7z, ...}, respectively:
1. if (0, F) € ¥, then V (0, E) =T}
2. if (7,~E) € %, then V (0, E) = F;

3. if (0, F) ¢ ¥ and (0,-F) ¢ ¥, then V (0, E) = T can have any value. Let’s
choose F' by default.

Now, for any (o,7) € X, we have s Ik «, where 7 is a formula and s a possible

state associated to o. According to v structure:

e for (o,p), (0,a),(0,B), (0, K,y) and (o, -K,7) the proof is found in [23]. We

only show the case for rules presented in Definition 4.2;

e The pair (0, {m}) € , for some prefix . By condition [I] of Definition [£.4.2]
we have (o,m) € ¥ and (0,k) € ¥ and by the induction hypothesis s |- m
and s IF k£ and also s IF m A k, by the soundness of axiom 1 of Lemma 3.3.1,

we have s IF {m};

e The pair (o, ~{m};) € X, for some prefix o. By condition [2J] of Definition 4.4.2,
we have (o,—-m) € ¥ or (0,—k) € ¥ and by the induction hypothesis s IF =-m
or s IF =k and also s IF =m V =k and s IF —=(m A k), by the soundness of the

contrapositive of axiom 1 of Lemma 3.3.1, we have s Ik ={m};

e the cases for rules Rp,;, and Rp,;, are analogous to the cases for rules Rpe. and

Rines respectively, but using axiom 3 of Lemma 3.3.1.

Therefore, our model satisfies 3.
[

Theorem 4.4.2. If a formula v is valid, then v has a proof by tableaux method.

Proof. Let T be a completed tableau, started with —y. If it is open, then —y is
satisfiable by theorem [1.4.1] So, v cannot be valid. Therefore, if ~ is valid, then T
is closed and ~ has a proof by tableaux method.

[ |
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4.5 Termination property

For the tableaux rules presented in Definition 2.3.2, MASSACCI [24] provides the

termination argument below, adapted for our semantics.

4.5.1 Classical and modal rules

To guarantee the termination of the proof search it’s used the “loop checking” ap-
proach, a combination of techniques to apply any rule only after check if it was not

applied already to the same antecedent. First we need some definitions:

Definition 4.5.1. In a branch 0 of a tableau o, a prefived formula (o,7) is reduced

for a rule in 0:
e if the rule generates (o',7') and (¢’,~') is in 0; or
e if the rule splits the tableau into (o1,71) and (02,72) and at least one of those
s in 6.
The formula (o,7) is fully reduced in 0 if it is reduced for all applicable rules

and o is (fully) reduced if all prefived formula (o,7) are (fully) reduced as well.

So, for tableaux method for logic K, the following technique is sufficient to ter-

minate:

Technique 4.5.1. Apply a rule to a prefived formula (o,7y) in 0 only if the formula is
not already reduced according to Definition except for the knowledge operator.

But for our case, the “loop checking” concept is required. Let’s begin with the

definition of a copy of a prefix:

Definition 4.5.2. A prefix o is a copy of a prefix og for branch 0 if for every formula
v one has (o,7) € 0 iff (00,7) € 0.

Now we define what is a w-reduced prefix:

Definition 4.5.3. A prefix is m-reduced in 0 if it is reduced for all rules except R, .
A branch 0 is w-completed if:

e all prefizes are m-reduced in 0;

e for every o that is not fully reduced there is a fully reduced copy oo shorter

than o.

So, the idea is to restrict the usage of R, to formulae belonging to copies. The
following technique together with Technique [4.5.1] prove that we will always have a

m-completed branch:
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Technique 4.5.2. Select the prefized formulae with the shortest prefix.
As we have a m-completed branch, the next technique guarantees termination:
Technique 4.5.3. Check if the prefix of a w-formula is not a copy of a shorter prefix

before reducing it.

4.5.2 Dolev-Yao Multi-Agent Epistemic Logic rules

As rules Rpec, Rgpe, Rpairs Rpy;,e always yield a smaller conclusion than the premises,
that is, they are considered analytic rules, the argument explained in subsection

4.5.1 is not interfered.

4.6 Examples

In order to illustrate the usage of our tableaux method, we present the following

examples:

Example 4.6.1. Let’s consider a generic database DB = [k,m,n,{(m,n)}r — pl.
We want to know if DB+ (n,p):

1.k [DB]
2. m [DB]
3. n [DB]
4 {(m,n)}e — p [DB]
5. [negation of the question)]

_'<n7p>
—n —|p
The left branch is closed and from the right branch we have:

7N

7. ={(m,n)}x p  [from 4, by R]

[fI'OIIl 57 by R’l;air]

Now, the last right branch is closed. From the last left branch we have:

N

8. =(m,n) -k  [from 7, by Rg,.]
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9.

Again, the last right branch is closed and, finally, from the last left branch:

7N\

Thus, we have a closed tableau.

[from 87 by R];air]

Example 4.6.2. Let’s prove theorem 1 from Lemma 3.2.1:

3.1,
3.2.
3.3.
3.4,

3.5.

3.0.

~(Kom A Kk — K, {m})

K.m N K.k

K, {m}

K,m

K.k

Now, we generate a new tableau:
~{m}

K,m

K.k

m

N\

[negation of the question]
[from 1, by R7]
[from 1, by R7]
[from 2, by R,]

[from 2, by R,|

[from 3, by R,]
[from 4, by Ry]
[from 5, by Ry]
[from 3.2, by Ry

[from 3.3, by Ry]

[from 3.1, by Rg,]

Since each of the branches closes, we have a closed tableau.

Example 4.6.3. Let’s prove theorem 2 from Lemma 3.2.1:

3.1.

. (Ko{m}p A Kok — Kom)

Ka{m}k VAN Kak?
ﬂKam
Now, we generate a new tableau:

-m
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[negation of the question]
[from 1, by R7]

[from 1, by R7]

[from 3, by R,]



3.2. K,{m} [from 2, by R,

3.3. K,k [from 2, by R,

3.4. {m} [from 3.2, by Ry]

3.5. k [from 3.3, by Ry]

3.6. m [from 3.4 and 3.5, by Rpec]

Thus, we have a closed tableau.

Example 4.6.4. Let’s prove theorem 3 from Lemma 3.2.1, using the fact that K,mA
Kin < K,(m,n) = (K;m A Kgn — Ko (m,n) A Ko(m,n) = K,m A K,n):

1. =(K;m A Kyn <> K,(m,n)) [negation of the question]

/\

2. 2(Kgm AN Kgn — K,(m,n)) —(K,(m,n) = K,m A K,n)

As we can see, the initial tableau splitted into a left and right branch. From
the left branch we have:

2.1.0. K;m A K.n [from left-hand side of 2, by R7,]
2.2.0. =K,(m,n) [from left-hand side of 2, by RZ,]
2.3.1. K,m [from 2.1, by R,]
2.4.1. Kon [from 2.1, by R,]

Now, we generate a new tableau:

2.2.0.1. =(m,n) [from 2.2, by R,]
2.2.1.2. K,m [from 2.3, by Ry]
2.2.1.53. Kon [from 2.4, by Ry]
2.2.1.2. m [from 2.2.2, by Ry]
2.2.1.5. [from 2.2.3, by Ry]

N\

Thus, all this left branch of 2 is closed. Now, from the right branch we have:

2.2.1.4. [from 2.2.1, by Rp,;,]
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2.1.r. K,(m,n from right-hand side of 2, by R”
ﬁ.

2.2.r. 2(K,m A K,n) [from right-hand side of 2, by RZ,]
2.8.r. = K,m —K,n [from 2.2, by Rp,;,]

From the left-hand side of 2.3 we generate a new tableau:

2.3.r.1.1. —=m [from left-hand side of 2.3, by R,]
2.3.r.2.1. K,(m,n) [from 2.1., by Ry]

2.3.r.3.1. (m,n) [from 2.3.2., by Ry]

2.8.1.4.1. n [from 2.3.3., by Rpai]

2.8.1r.5.1. m [from 2.3.3., by Rpai]

Thus, the left branch is closed. From the right-hand side of 2.3 we generate a

new tableau:

2.3.r.1.r. =n [from right-hand side of 2.3, by R,]
2.3.1.2.r. K,(m,n) [from 2.1., by Ry]

2.8.r.8.r. (m,n) [from 2.3.2., by Ry]

2.3.r.4.r. m [from 2.3.3., by Rpai]

2.3.r.5.r. n [from 2.3.3., by Rpai]

Since each of the branches is closed, we have a closed tableau.
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Chapter 5
Conclusion

In this work, we presented a new epistemic logic for reasoning about security pro-
tocols, the S5py. This logic introduces a new semantics based on structured propo-
sitions. Instead of building formulas from atomic propositions, they are built from
expressions. The latter, are any peace piece of information that can appear in proto-
cols: keys, messages, agents and properties or some combination of this information
in pairs, encrypted messages and so forth. We propose this new semantics and an
axiomatization for this logic. Proofs for soundness and completeness are given as
well.

It is also provided a tableaux method for §5py. This theorem prover is based on
prefixed tableaux, we made an extension of this concept with our semantics and we
proved soundness and completeness, according to satisfiability results and analytic
tableaux conditions, respectively.

We believe that this work contributes to the growing demand for security studies,
by integrating concepts of logic in intuitive way and using knowledge formalisms.

Now we list some possible extensions to our work.

5.1 Knowledge de re/de dicto

The knowledge operator K, is meant to capture the standard notion of knowledge
de dicto that a has about a propositional sentence. An example of a sentence is
K,Kym, of which the intuition is that agent a knows (that it is the case that) agent
b knows message m. What do we mean by an agent to know the message m? Does
he knows the content of the message or the message itself?

We can extend the language with a new knowledge operator K,m in order to
capture the notion of knowledge de re that a has of m [30], that is, K,m denotes the
fact that agent a knows the content of m. For instance, now we can express Kalv(bm,
of which the intuition is that agent a knows (that it is the case that) agent b knows

(the content of) message m.

39



5.2 Common knowledge

We also can extend our work by expressing notions of common knowledge [1, 11},
obtaining the logic S5%¥ by adding the operator Cg¢ (¢ is common knowledge for

agents in group G). A proposal for an axiomatization could be:

o Axioms and rules of S5py.

Ecp < Noeq Kap

Calp = ) = (Cap — Ca))

Cayp — (¢ AN EqCayp)

Colp = Egp) = (p = Cap) [+ induction]

5.3 Adding actions

As we said in subsection 3.5, the protocols actions are in a kind of extra or metalan-
guage, but it would be interesting to formalize these actions. In dynamic epistemic
logic [1], for instance, we can reason about information change. We already had out-
lined some concepts using propositional dynamic logic [31,32]. The PDL py modality
[m, Ko is intended to mean that “a holds once the intruder have message m and

the keys in set K”. Some possible validities are:
1. [m,Klp < [{m}, Klp, if k € K
2. [(m,n), Kl < [m, Klp A [n, Kl
3. {m}r, Klp + [O,Klp, if k¢ K
where [J may be read as “undecryptable” and we can define
F[m, Klp < [0, K]p

as a Secrecy.

Example 5.3.1. Returning to Example 2.1.2, agent A wants to send an encrypted
message to agent B, and the recewver always replies a message using the key shared
with the indicated agent that is encrypted with the plaintext. The initial knowledge

only refers to the intruder. We assume that kxy = kyx for every agent X and Y :
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0. [—,{kaz, kpz}p k.
sendap({(kap,m)}k )

Z intercepts

L. {(kap, m)}kap, {kaz, kpz}le
sendzp({(kaB,m)}k 4 )
2. {(kaB,m)}tkap: {kaz, kpz}le
sendpz({(kaB,m)}k 4 5)
3. {(kag, m)}Yispy {kaz, kpz}e < [0, {kaz, kpz}]e val. 3

Intruder Z does not know M

It is still in its incipient stages, but it would allow us to track each step of a

protocol and recognize where exactly an error of specification occurs.
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Appendix A
Kerberos Protocol

Based on [15], the Kerberos protocol was developed for Project Athena at MIT. It
is used to provide a shared key between two users when a server is requested to do
so, using timestamps.

Considering two users A and B, an authentication server S (also treated as an
agent), Tx as the timestamp generated by agent X and the lifetime L, we can
represent this protocol by the following steps (assuming that every user already has

a shared key with the server):

1. A wants to communicate with B, so he sends a message to S stating it;

2. S replies with an encrypted message containing Ts, L, kap, and an encrypted
message that only B can read (since it was encrypted under a shared key
between S and B), which also contains the timestamp, the lifetime, and the

shared key requested (this message is also called ticket);

3. A forwards the message destined to B together with a timestamp encrypted

under kyp;

4. B the first message and is able to the check the Ts and L. If it has been created
recently enough, he uses the k45 to decrypt the second message. Then, he can

take the communication from there, using T4.

Supposing that an intruder Z intercepts the message sent from A to B and he
already got from S what is necessary to communicate with B, let’s analyze this

protocol using S5py:
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0. KBy ={KsA, KB, Kakas, KaTa, Kpkps, KgTg,
KsTs, KsL, Kskap, Kskps,
KTy, Kzkzp, Kz{(Ts, L', kzB, Z) }rps }
KBy F Ka(A, B)
sendAs((A:B))l
1. KBy := KBy U Ks(A, B)
KB F KgA
KB+ Kg¢B
KB+ Kg(Ts, L, kag, A)
KBy F Ks{(Ts,L,kap, A) }rpq

KBy &+ Kg(Ts, L, kap, B,{(Ts,L,kap,A)}ips)

KBy F Ks{(Ts,L,kap, B,{(Ts, L, kan,A) }kps) s

SENdSA({(TS7L7kAB7B7{(T57L7kAB7A)}k35)}kAS)l

2. KBQ = KB1 U KA{(TS,L,ICAB,B, {(Ts,L, kAB,A)}kBS)}kAS

KBQ (o KA(T57 La kABa B7 {(TSa La kABaA)}kBs)

KBy + KA{(TS, L, kag, A)}kBS

KBy - Kakap

KBy b KA(A,Ts)
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KB2 F KA{(A, TA)}kAB thrm. 1

KB2 + KA({(Ts, L, k:ABa A>}kBS7 {(A, TA)}kAB) thrm. 8
sendAB(({(TS,L,kAB,A)}kBS,{(A,TA>}kAB>>L

Z intercepts

3. KBg = KB2 U Kz<{<TS7 L, kAB7 A)}kBS7 {(A, TA)}ICAB)
Now Z has two possibilities. The first one is to send the same intercepted message

to B:

3. KB3 = KB2 U Kz<{<Ts, L, /{ZAB, A)}kBS7 {(A, TA>}l€AB)

sendz(({(Ts,Lkas,A) kg g {(ATA) ey g ))L

4. KBy := KBs U Kp({(Ts, L, kap, A) }rps, {(A, Ta) bran)
KByt Kp{(Ts, L,kap, A) }rpq thrm. 8
KBy F Kg{(A,Ta) ks thrm. 8
KByF Kg(Ts, L, kag, A) thrm. 2
KBy Kgkag thrm. 3
KByt Kg(A,Ty) thrm. 2
KByF KgTy thrm. 8
KBy Kp{Ta}e,, thrm. 1
sendeGTA}kAB)l
5. KBy = KByUKz{Ts}.s
KBs t KTy

Intruder Z does not know Ty.
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Or he can send a concatenation of the ticket he previously got from S and the

encrypted message:

3. KBy := KBy UKz({(Ts, L, kap, A) Yips> {(A, Ta) b ras)
KByt Kz{(A,Ta) }knpn thrm. 3
KBs b Kz({(Ts, L' kzp, Z) Yrpe, { (A Ta) }ius) thrm. 8

SendZB(({(T57L/7kZsz)}kBS’{(AvTA)}kAB))l

4. KBy := KB3sUKp({(Ts, L', kzB, Z) }ips: {(A, Ta) }rnp)
KBy +- Kp{(Ts, L' kz5,Z) }kps thrm. 3
KBy F Kp{(A,Ta)}ias thrm. 3
KBt Ku(Ts, I, kzp, Z) thrm. 2

KBy V/ Kgkap

KByt Kg(Ta, A)

KByl K7Ta

Since B is not able to continue the communication, intruder Z cannot know T)y.
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Appendix B

Andrew Secure RPC Handshake

Protocol

The Andrew Secure RPC protocol can be used when an user wants to refresh his
key. So, in this scenario, let’s consider that a handshake between user A and server
S is made when a shared key k4g already exists and A wants to obtain a new key

k'ys. We can represent this protocol by the following steps:

1. A sends a nonce N4 encrypted under the key shared with S to state that he

wants a new one;
2. S returns this nonce concatenated with Ng, also encrypted;
3. A returns only Ng to the server, encrypted under kgs;

4. after check the last message, S can send the new shared key k’y¢ concate-
nated with Ng, where the latter “is an initial sequence number to be used in

subsequent communication” [2], and encrypted under the first shared key.

Since there is no indication of who originated the third message, the server will
reply this message using the key shared with the sender. Let’s suppose that an

intruder Z intercepts this message, we can also analyze this protocol:

0. KBy = {Kakas, Kakaz, KaNa, K4A,
Kskas, Kskzs, KsNg, Ksk/yg, KsNg i.k.
Kzkaz, Kzkzs}

KB()'_KA(A,NA) thrm. 3
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KBy t+ KA{(Aa NA)}kAS
sendAs({(A,NA)}kAs)l

KBy := KBy U Ks{(A, Na)}r,s
KB+ Kg(A,Ny)
KB+ KNy
KBy + Kp(Ny4, Ng)

KB+ KB{(NAa NS)}kAs
sendsA({(NA»NS)}kAS)l

KB2 = KB1 U KA{(NAa NS>}kAS
KByt K4(Na, Ng)
KBy K4Ng

KBy b Ka{Ns}i,s
sendas({(Ns)}kag)

Z intercepts
KB3:= KBy U KZ{NS}kAS
sendzp({(Ns)}thag)

KB, = KB3U KS{NS}kAs

KByt KgNg
KB4 = KS(kfélS’ Né)
KBy F Ks{(Kyg,N§)} s

SENdSZ({(k;xS’NfS‘)}st)L

KB5 = KB, U KZ{(k;lSa Né>}kzs

20

thrm. 1

thrm. 2

thrm. 8

thrm. 3

thrm. 1

thrm. 2

thrm. 3

thrm. 1

thrm. 2

thrm. 3

thrm. 1



KBs b Kz (K, Nb) thrm. 2

KBst Kk, thrm. &

KBs+ K;N} thrm. 3

KBs b Ky {(Kyg, NS} i, thrm. 1

SendZA({(k;;stfs')}kAZ)l
6. KBg := KBs U Ks{(Ksg, Ng) tiear

KBgF Ka(kyg, N§) thrm. 2

KBg + K kg thrm. 8

KBg - KaNj thrm. 3

Now, intruder Z is able to decrypt any message eventually sent by A or S and

encrypted under £/ .
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