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Ataques DDoS continuam sendo uma das principais fontes de problemas na Inter-
net e seguem causando perdas financeiras significativas para organizagoes de todos
os portes. Para mitigar seu impacto, a deteccao deve, preferencialmente, ocorrer
proxima a origem do ataque (por exemplo, em roteadores residenciais ou servidores
de borda). No entanto, depender de inspecao de pacotes pode acarretar sérios prob-
lemas de privacidade e escalabilidade. Propomos um sistema leve para deteccao
de ataques DDoS que utiliza apenas contadores de bytes e pacotes de roteadores
residenciais convencionais. Para detectar ataques com essa quantidade limitada de
informacoes, nossa principal contribuicao consiste em definir duas camadas de de-
tecgdo: (1) um classificador de aprendizado de méquina treinado com dados de
usudarios residenciais e de malwares reais; (2) e um modelo hierarquico Bayesiano
que explora a natureza sincronizada dos ataques DDoS ao correlacionar alarmes
de multiplas residéncias para validar a abordagem em ambientes reais. Coletamos
dados de ataques DDoS gerando trafego real de ataque a partir das casas de um
grupo selecionado de voluntarios utilizando cédigo-fonte de malwares reais. Nesse
experimento, conduzido nas residéncias dos voluntéarios ao longo de um més, nosso

sistema detectou 99,1% de todos os ataques DDoS lancados, sem alarmes falsos.
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DDoS attacks are still one of the primary sources of problems on the Internet
and continue to cause significant financial losses for organizations. To mitigate their
impact, detection should preferably occur close to the attack origin, e.g., at home
routers or edge servers. However, relying on packet inspection may bring serious
privacy and scalability issues. We propose a lightweight system for DDoS detection
that solely employs byte and packet counts from off-the-shelf home routers. To de-
tect attacks with such a limited amount of information, our key insight consists in
defining two detection layers: (1) a ML classifier trained with data from real home
user and malware; (2) and a Bayesian hierarchical model that exploits the synchro-
nized nature of DDoS attacks by correlating alarms from multiple homes to check
the approach in the wild. We collect data on DDoS attacks by generating real attack
traffic from the homes of a selected group of volunteers, utilizing authentic malware
source code. In that experiment, conducted using the residences of volunteers and
over one month, our system detected 99.1% of all DDoS attacks launched, with no

false alarms.
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Chapter 1

Introduction

1.1 Background

DDoS attacks remain a major problem for the internet today. Despite numerous
efforts in recent years to mitigate their effects, they remain a major concern for both
businesses and governments. During the COVID-19 pandemic, multiple providers
of DDoS mitigation services reported a sharp increase in DDoS attacks, probably
motivated by the increased dependency on remote connectivity [2]. DDoS attacks
also play an important role in the context of cyberwarfare, as recently observed in
the Russian invasion of Ukraine [3| 4]. Furthermore, as reported in [5] (2024), DDoS
attacks had a 20% year-over-year increase.

Mirai is a malware that builds large IoT botnets, reaching a population of ap-
proximately 200,000-300,000 devices. Mirai emerged later and shared techniques
similar to those of the earlier Bashlite malware, particularly exploiting weak cre-
dentials of IoT devices. However, it introduced more advanced features and attack
vectors [6]. In 2016, it was responsible for a record-breaking distributed denial-of-
service (DDoS) attack that peaked at around 623 Gbps, according to a report by
Akamai [7]. Recent reports mention that Mirai-based botnets continue to thrive [8-
12]. Almost three years after Mirai’s source code went public, security companies
still reported activity from Mirai command-and-control (CnC) servers [I3]. Fur-
thermore, new Mirai variants continue to emerge from time to time targeting more
devices and exploiting new vulnerabilities, while retaining attack vector source code
(e.g, UDP flood, TCP SYN flood) mostly unchanged, which includes notable ex-
amples such as Mirai ptea [14], Mukashi [15] and Satori [16]. Mirai variants are
capable of infecting a wide range of IoT devices, such as Android devices [I7], wire-
less presentation systems [I8], network-attached storage (NAS) devices [15], routers
and cameras [19]. Based on data from [20], the number of IoT devices is predicted

to increase to 16.7 billion by the end of 2023, and in subsequent years, a growth rate



of over 15% is projected. Therefore, it is increasingly important to develop robust
mechanisms to identify DDoS attacks originating from [oT devices.

We provide in Figure [I.T]a simplified state diagram of a bot infected by the Mirai
malware. Each infected device is responsible for finding other vulnerable devices,
allowing the malware to spread forming very large botnets. When the CnC server,
controlled by the so-called botmaster, sends an attack command, the bots start to
send attack traffic to the IP address of one or more victims following the received

instructions (e.g, protocol, duration, packet size) [0].

Botnet formation

' | Attack command > ° @ Attack traffic > '

CnC Target

K _________________ Distributed Denial of Service /

Figure 1.1: Simplified state diagram of a device infected by the Mirai malware.

1.2 Challenges

Despite all of the advances in DDoS detection (and mitigation), DDoS attacks re-
main a threat, especially for ISPs. Machine learning methods offer several advan-
tages when applied to the detection of DDoS attacks: improved accuracy, adapt-
ability, scalability and real-time detection. However, it’s important to note that
the effectiveness of these machine learning models is significantly influenced by the
quality of the data utilized for their training and evaluation.

Labeled DDoS datasets are often difficult to obtain [21, 22]. Many available
options have significant limitations: some are outdated, such as the CAIDA 2007
dataset [23] and the NSL-KDD dataset [24], while others rely solely on synthetic
data, including UNSW-NB [25], CIC-DDo0S2019 [26], and Bot-IoT [27]. Further-
more, several datasets use testbeds to emulate traffic from selected IoT devices, such
as the N-BaloT dataset [28], McDermott et al.’s dataset [29], IoT-23 dataset [30],
LATAM-DDoS-IoT Dataset [22], ACI IoT Network Traffic Dataset 2023 [31]], and the
recent CIC-BCCC-NRC TabularloTAttack-2024 dataset [32]. These datasets typ-



ically generate data in controlled environments to emulate smart home networks.
In contrast, our dataset captures real-world traffic data from over four thousand
residences. Although labels are difficult to obtain (since it is difficult to know when
DDoS attacks occur), real traffic data from home users is also very scarce, partly
due to privacy concerns.

Another challenge in the development of efficient DDoS attack detection systems
concerns the location in the network where detection occurs. To mitigate the impact
of botnet-based DDoS attacks launched by [oT devices, detection should preferably
occur close to the origin of the attack. With traditional solutions that operate at the
network core [33-38], detection usually occurs far from the attack source, making it
difficult to minimize the impact of attacks that come from inside the ISP’s network.

Detecting DDoS attacks close to their source, such as at home routers, is bene-
ficial, particularly from a network-wide perspective. Many DDoS attacks originate
from compromised devices, like IoT devices, integrated into botnets. Therefore,
mitigating threats at the source—specifically at home routers—can prevent mali-
cious traffic from leaving the local network and reaching its target. This approach
can significantly reduce the attack’s impact on upstream networks and the intended
victim. Thus, the detection on home routers can be seen as a better alternative
than the detection near the victim, as these devices are close to the attack sources
and can often be managed remotely by ISPs. However, these devices are typically
limited in memory and processing power. In particular, the use of deep packet in-
spection or information gathered from packet headers does not bode well for such
devices. Furthermore, detection must not interfere with the performance of home
users or violate their privacy. Although detection of DDoS attacks on home routers
has been considered before [28] 29, 39-44], the proposed solutions rely on informa-
tion extracted from packet traces for attack detection (e.g., source / destination IP
addresses, protocols, ports). Moreover, the reported results come from limited IoT
testbeds with a handful of devices.

Since most DDoS attacks are synchronized and aggregate a myriad of devices,
we expect the traffic from distinct “infected” homes (which contain an IoT device
infected by malware) to be correlated. Even devices that respond to different botnets
may simultaneously launch DDoS attacks on the same victim [45]. Therefore, the
idea of running DDoS detectors on edge servers, with or without the help of home-
router-based detectors, has also been explored recently [46H48]. With the exception
of [48], most proposed solutions suffer from the same issues: dependence on sensitive
home user information extracted from packet headers and evaluation using very
limited datasets.

In summary, developing an effective and practical DDoS attack detection system

using machine learning poses multiple research challenges. These include the need for



a lightweight defense system that allows rapid detection of attacks, the acquisition of
a dataset that represents real user traffic and attack patterns for model training, and
the capability to effectively detect existing attack variants. Our proposed solution
addresses these challenges and provides effective solutions to them.

Goals In this work, we address the following questions.

1) How feasible is it to detect DDoS attacks through an ultra-lightweight ap-
proach without relying on packet header information?

2) How can we effectively leverage the synchronized nature of DDoS attacks to

develop more robust attack detection mechanisms?

1.3 Contributions

We propose a two-layer system to detect DDoS attacks. The first layer — the local
detector — runs at the home user level; the second — the spatio-temporal correlation
layer — runs at the ISP level. The local detector is a lightweight machine learning
classifier, designed for off-the-shelf home routers. It utilizes features derived from
byte and packet counters rather than depending on features extracted from packet
header data. The spatio-temporal correlation layer employs an innovative hierar-
chical Bayesian model that leverages the spatio-temporal correlation among alarms
from various home routers. This approach not only enhances the likelihood of ac-
curately detecting attacks but also contributes to shorter detection times. Our key
contributions are summarized as follows.

(1) Detection at home routers with minimal information and preserv-
ing user privacy. We utilized a labeled dataset to train a lightweight Machine
Learning model, serving as the local detector running on home routers. We have
found that simple statistics derived solely from byte and packet counts — metrics that
are natively accessible on embedded Linux platforms — are adequate for achieving
a high attack detection rate with a low False Positive Rate. An important contri-
bution of our work is understanding the most relevant features to classify a given
sample as an attack through a surrogate model.

Our approach offers an additional benefit whereby user data is directly analyzed
on the home routers. This ensures that only the outcomes generated by the locally
executed model are transmitted to a central server, guaranteeing user data privacy
and confidentiality. Furthermore, it enables the implementation of local mitigation
strategies, such as rate limiting and dynamic IP blocking.

(2) Spatio-temporal correlation. We consider spatial correlations from dis-
tinct homes during the same time interval, exploiting the fact that most DDoS at-
tacks are synchronized. The spatio-temporal correlation among homes is captured

using a Bayesian hierarchical model. The model is used to decide whether or not



there is an attack (Bayes factor) and to obtain the posterior distribution of latent
variables. The results show that detection can be improved by one or more orders
of magnitude when only a small fraction of home routers report an attack. The
Bayesian model is the second layer of detection, further improving the true positive
and false positive rates.

The characteristics of the network traffic may change over time. Home user traffic
patterns may change, as seen in 2020 during the COVID-19 pandemic [48],[49]. Also,
DDoS attacks may become more/less aggressive, becoming easier /harder to detect.
Such factors may alter the performance of the DDoS detector. Therefore, we show
how we can cope with eventual traffic changes by dynamically adjusting our Bayesian
model parameters over time using posterior predictive distributions.

(3) Unique labeled dataset. We partner with an ISP to carry out a data
collection campaign on home gateways. Volunteers from 14 different cities in the
state of Rio de Janeiro / Brazil had an instrumented version of a home router
installed by the ISP. These routers gather information about network usage. For
this work, we only use byte and packet counts collected from the network interfaces
of 4,870 home routers over a 20-day period. These byte and packet count traces
constitute our baseline. We executed controlled experiments to emulate Mirai and
BASHLITE attacks, considering a number of typical attack vectors. Then, we add
these attacks to the baseline traces, resulting in the labeled dataset. To enable
reproducibility and address the scarcity of public botnet datasets [2I], we make our
labeled dataset public and available upon request.

(4) Detection of attack variants. Our DDoS detection approach differs from
previous work by focusing on an accurate representation of the home user’s traffic
profile, derived from home user measurements, rather than on the specifics of the
attack vector. As a result, the proposed framework is capable of detecting variants
of attack vectors that were not present in the training dataset. Our classifier also
shows good performance when we assume the bot master employs suboptimal attack
parameters to possibly avoid detection and when we consider mislabeled training
data to account for uncertainty in the baseline traffic data.

(5) Detecting real DDoS attacks. We carried out a controlled experiment
using 10 volunteers and a device in each of their homes. A Raspberry running
real DDoS attacks, using source code extracted from Mirai and BASHLITE mal-
wares, was placed in each volunteer’s home. Periodically, these Raspberry Pi devices
launched simultaneous attacks at a server. The proposed two-layer system was able
to detect 99.1% of all attacks in the controlled experiment, over a period of 30 days,
while not raising false alarms. We are unaware of previous work evaluating the

performance of a DDoS detector in a real scenario like this.



1.4 Document structure

The remainder of this document is organized as follows. Chapter |2 presents an
overview of the state-of-the-art DDoS attack detection techniques. In Chapter
we describe the proposed two-layer system for the detection of DDoS attacks. The
datasets are described in Chapter [l Chapter [5] reports the results and Chapter [

presents the conclusions.



Chapter 2

Related Work

Extensive research has been conducted on DDoS attack detection mechanisms, as
documented in [50] and [5I]. However, for the purpose of our literature review,
we narrow our focus to works that share a similar emphasis to ours, specifically
examining the latter stages of botnet operations when flooding attacks are executed
and DDoS mitigation takes place at home routers and edge servers. Table

summarizes the related work discussed in this chapter.

2.1 Network core

Common solutions for DDoS detection and mitigation are based on the analysis of
packet flows, headers and /or payloads at the network core [33-37]. By making use of
packet-level information, such solutions are efficient to detect previously identified
attack signatures [34H36] or misbehavior of flows with respect to an equilibrium [33]
or with respect to statistical properties of header fields [37].

Liaskos et al. [34] propose a traffic engineering strategy to deal with link-flooding
attacks. By continuously re-routing traffic, bots are forced to adjust their strate-
gies. Such adjustment, in turn, helps the detection of the bots through temporal
correlations in their traffic. Nevat et al. [30] also leverage the temporally correlated
nature of traffic generated by bots to detect them.

Marin et al.[35] evaluate the feasibility of detecting attack traffic using raw, non-
processed packet data. According to the authors, the proposed Deep Learning model
captures the underlying statistics of malicious traffic without resorting to “expert
handcrafted features”. Instead, the model uses the first n bytes of each packet’s
payload as features, where n is a fixed threshold parameter. We show in this work
that, with simple features like the standard deviation of the upstream packets per
second rate during a 5-minute window, traditional Machine Learning models can

successfully detect attacks close to the attack source without the need of complex

DL-based models like LSTMs.



Table 2.1: Comparison of related work.

[34] | Network core | Traffic Simulated No Relational algebra
matrix network

MAWI 5 Markov Chain

[55] Pkt traces | Simulated IoT Neural Network
network

Home router | Pkt traces Testbed with 9 Deep Autoencoders
devices

[39] | Home router | Pkt traces | Testbed with 3 | No Neural Network; Random
devices Forest

[41] | Home router | Pkt traces | Testbed with 9 | Yes! SVM; Isolation Forest
devices?

Home router Pkt traces Testbed with 8 No Decision Tree

devices

6] Home router;

Pkt traces CIC- No LSTM; CNN
Edge server

DDo0S2019 [26]

[48] ggrtesgvl:fr; Byte/pkt 812 residences Yes PARAFAC; Random For-
& rates est

! Same dataset as [28].
2 The system was deployed to 22 home networks, but detection results are restricted to data
collected at a smart home sandbox.



Pena et al.[37] propose anomaly detection methods based on unsupervised learn-
ing that do not rely on attack signatures or labeled traffic. Such methods have
the advantage of generalizing to novel attack vectors, but still require packet level
information.

Although solutions at the network core are well-suited to detect different sorts
of anomalies, they fall short when dealing with botnet-based DDoS. This is because
the detection (if successful) usually occurs far from the attack source, making it hard
to minimize the impact of the attack. Additionally, the processing of large traffic
volumes leads to scalability issues, which may translate into low detection rates [57].

Nonetheless, these solutions can complement our proposed approach.

2.2 Network hosts

In [55], 56], the authors propose solutions wherein attacks are detected at network
hosts. Although such methods are effective to localize and isolate botnet sources,
their execution may not be feasible at resource constrained IoT devices. It is well
known that IoT devices usually have severe resource constraints, limiting the com-
plexity of detection algorithms. In addition, software/firmware updates for such
devices are generally sporadic. Updating [oT devices typically removes their vul-
nerabilities and exploits, preventing malware infections. However, the patching be-
havior is very erratic and alternative solutions that do not rely exclusively on the

patching of network hosts should be sought [58].

2.3 Home routers

Botnet attacks detected at home routers can be mitigated without compromising
the whole network. For instance, DDoS attack traffic can be blocked at the home
network and either the home user or the ISP can be notified of the detected attack.
Multiple solutions for DDoS attack detection in the home routers have been proposed
before 28], 29, 39-44]. The proposed solutions rely on information extracted from
packet traces for attack detection (e.g., source / destination IP addresses, protocols,
ports). Besides that, reported results usually come from restricted sandboxes with
a limited number of IoT devices (e.g, |28 29, [39H44]).

Doshi et al. [39] and Anthi et al. [43] use supervised Machine Learning models
to classify individual network packets as benign or malicious. Results are based on
emulated attack data, generated in a limited testbed with a few devices (3 devices
in [39] and 8 in [43]). While in [39] the authors aim at detecting DDoS attacks,
the architecture proposed in [43] also aims at detecting and identifying other types



of attacks, like man-in-the-middle and spoofing. In our work, instead of relying on
emulated data, we use real home user traffic from more than 4,000 residences.

Wan et al. [42] adopt a hybrid approach, combining both supervised and unsu-
pervised ML algorithms to detect known attacks (based on signatures) and unknown
attacks (using anomaly detection). Along with the flooding attacks, the proposed
system tries to detect other stages of the botnet lifecycle, like the scanning and brute
force (infection) phases. Even though the authors argue the system was deployed
in 22 home networks, the performance evaluation presented in the paper is limited
to a smart home sandbox consisting of 6 IoT devices while ours uses data collected
from 4870 residences.

McDermott [29] and Meidan et al. [28] use Deep Learning (DL) algorithms for
DDoS attack detection. In [29], the authors follow a supervised approach, using
Long Short Term Memory (LSTM) Neural Network models. The results from their
experimental setup (containing two IP cameras) showed that the most relevant in-
formation for attack detection was extracted from packet payloads. The analysis of
packet payloads introduces serious scalability issues for off-the-shelf home routers.
Furthermore, unencrypted packets may contain sensitive information from the home
users, so privacy-preserving alternatives should be sought. The authors of [28] fol-
low an unsupervised approach, using deep autoencoder models to detect anomalous
network packets from IoT devices. The proposed system relies on training an au-
toencoder model per device model in the network. It is clearly impractical to train
a Deep Learning model to understand the baseline operation of each available IoT
device model. While the dependence on packet flow data already limits the appli-
cability of the proposed model, the use of DL algorithms makes it impractical for
execution on home routers. Subsequent work [40, 4], 44] provided evidence that
simple ML models can be used to efficiently detect attacks in place of more complex
Deep Learning models. In particular, the authors of [40, 41| use the same dataset
used in [28]. Salman et al. [44] evaluate both ML and DL models, with standard
Machine Learning models (Random Forests) presenting better results in most sce-
narios. Like in 28], 29, 39-44], the proposed framework depends on packet flow data,
and is evaluated on a small IoT sandbox (7 devices).

Note that whereas most previous solutions classify individual packets as either
benign or malicious [28, 29], 39-41], 43], our goal in this work is to detect the presence
of attacks within a given time window. This seemingly subtle difference leads to
important consequences, as discussed in Chapter [5} In contrast to approaches that
rely heavily on packet header information, our method questions its necessity, while

also leveraging authentic home user traffic.
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2.4 Edge servers

Other works propose the use of edge servers for DDoS attack detection, either
with [47, 48] or without [46] the cooperation of detectors running on home routers.
The rationale is that servers located at the edge of the network, with more computa-
tional power than home routers, can provide a good balance between good detection
rates and scalability while being relatively close to the source of the attacks.

Jia et al. [46] propose FlowGuard, an edge defense mechanism that combines data
from multiple home networks at edge servers, uses Deep Learning algorithms (LSTM
and CNN neural networks) to detect malicious network flows, and employ flow
filtration rules for attack mitigation. The authors make use of the CICDD0S2019
dataset [26], built with synthetic home user traffic and DDoS attack data generated
by traffic simulators. In our work, we use real DDoS attack traffic data generated
with Mirai and BASHLITE source code and real home user data collected from more
than 4,000 homes.

Sudheera et al.[47] and Streit et al.[48] adopt an approach similar to the one
proposed in this work, correlating the outputs of attack detectors across multi-
ple homes. In [47], the authors introduce Adept, a framework that combines a
lightweight anomaly detection algorithm on home routers with a frequent itemset
mining (FIM) algorithm at the edge server to identify attack patterns correlated
across time and space. However, Sudheera et al. do not use real malware source
code to collect attack traffic signatures. Moreover, like the vast majority of pro-
posed solutions, the Adept framework relies on sensitive packet header data for its
operation. In [48], another study from our research group, Streit et al. propose a
method for anomaly detection based on tensor decomposition that does not require
packet header inspection. While their evaluation uses data similar to our labeled
datasets, the authors do not provide results from experiments involving real DDoS

attacks.

2.5 Our work

In this work, we propose a two layer DDoS detection system capable of detecting at-
tacks with a minimal amount of information from home users. Instead of relying on
packet header or payload data, our lightweight ML classifier uses features extracted
from byte and packet counters of off-the-shelf home routers. Our novel hierarchical
Bayesian model leverages the spatio-temporal correlation between alarms from dif-
ferent home routers to further improve the probability of detecting attacks, while
reducing detection times.

We see in Table that the usage of two DDoS detection layers — one at home

11



gateways and other at edge servers — is not a novel idea. However, from our knowl-

edge, the present work is the first to combine:
1. Lightweight features derived exclusively from byte and packet counters
2. Real home user traffic data
3. Traffic signatures from real malware

4. Evaluation with real DDoS attacks.
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Chapter 3
System Overview

The main question addressed in this work is summarized as follows: how can we
leverage home user traffic patterns to detect attacks within few minutes of their
onset? To address this question, we develop models that make use of measurements
taken from home routers that we use to develop algorithms that distinguish baseline
home user activity and DDoS attacks.

The key requirements of the proposed methodology are: (a) simplicity: the
methodology should facilitate straightforward extension, generalization, and scala-
bility; (b) locality: it should enable detection of attacks close to the source, i.e.,
at the home gateway or the ISP; (c) timeliness: the methodology should detect
attacks swiftly, typically within a few minutes of their initiation; (d) minimalism:
it should rely on a minimal amount of information from home routers to prevent
interference with their performance and ensure the preservation of user privacy.

To meet the above requirements, our methodology is based solely on a time series
of upstream and downstream traffic (bytes and packets) transmitted through home
routers, differing from previous work that relies on detailed information (e.g., packet
traces) for similar tasks. The home user traffic data needed by our system can be
gathered by ISPs using simple measurement infrastructures like in [59, [60].

Our system comprises two layers: a local layer at the home user level and a
spatio-temporal correlation layer at the ISP level. The set of homes monitored by
the system is denoted by H. We assume that a subset of homes contains an in-
fected device. These homes are denoted as infected homes and constitute the subset
B C H. The infected devices (bots) are part of a botnet, and act as intermittent at-
tackers responding to a Command and Control (CnC) server in a synchronized way.
Figure [3.1] shows the proposed architecture. In the first layer, detection is based on
a lightweight machine learning (ML) classifier running on each home router. With
byte/packet counts samples collected every minute, the classifier uses simple statis-
tics (e.g., standard deviation) calculated over a time window of size 7. We adopt in

this work a sliding window of 7 = 5 minutes. The 5-minute window slides at minute
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Figure 3.1: Architecture of the proposed two-layer DDoS detection system.

intervals, and statistics are calculated using only samples from the current window.
Consequently, we obtain a new set of statistics at one-minute intervals. As we show
in Section [5.1] a sliding window of 5 minutes contains enough information to detect
attacks with high accuracy while keeping the detection time low.

Since DDoS attacks are synchronized in nature, the second system layer explores
correlation among results from distinct homes during a given period of time. The
concept is straightforward: if a single home router detects an attack within a specific
time window, it might be a false alarm. However, if many routers simultaneously
report an attack, the likelihood of it being a false alarm decreases significantly.

Intuitively, as the number of individual alarms increases, it becomes more likely
that a synchronized DDoS attack is occurring. Conversely, a smaller number of
positive results supports the hypothesis that no attack is in progress. In light of
this, we develop a Bayesian hierarchical model to capture the expected behavior
of a botnet-based DDoS attack. By using the Bayes factor, we assess the strength
of evidence for each hypothesis, thereby increasing the detection probability and
reducing the false alarm rate, as demonstrated in Section[5.2] Furthermore, we infer
the posterior distribution of latent variables (such as the unknown number of bots)
through analytical expressions. As demonstrated in Section [3.2.4] the model is also
flexible and can learn from past events as labeled data becomes available.

The proposed two-layer setup provides more flexibility when compared to the
detection exclusively at home routers or at edge server. Attacks can be mitigated at
the home router or at the ISP depending on performance requirements (e.g., false
alarm rate, attack detection probability, time to detect). In either way, we show that
the vast majority of the attacks can be detected, making it harder for DDoS attacks
to be successful. To our knowledge, no previous work considered such approach

besides our model presented in [6I] and later applied by Streit at al. in [4§].
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This chapter is structured as follows. First, we present in Section the pro-
posed local detection layer. In Section [3.2] we provide details on our spatio-temporal

correlation layer. Finally, Section discuss some implementation details.

3.1 Local detection layer

Our first layer aims to continuously detect, for individual home users, whether a
DDoS attack occurred during a given sliding window. In particular, our primary
goal is to evaluate the feasibility of a simple and reliable classifier using solely byte
and packet counts. For this purpose, the classifiers use features derived from upload
and download traffic samples collected from home routers during a sliding window
of size 7. The algorithm runs continuously, processing each window in real-time as
it becomes available. In this local layer, the windows are treated independently,
without accounting for temporal correlations among windows of the same home
router or spatial correlations across different home routers.

The local classifier generates a classification result every minute based on the
data available during the interval defined by the current window. In other words,
for window w; at time ¢; and using the data available in the interval [t;, ; ], the local
classifier determines if the interval covered by w; ([t;,t;—]) contains attack traffic.
If so, it sends an alarm at ¢;. After testing a few window sizes, we opted in this
work for a sliding window of size 7 = 5 minutes. We note that the hyperparameter
T can be easily changed, especially if a substantial shift in the average DDoS attack
length is observed.

Figure illustrates the behavior of the classifier for a residence. The figure
shows three attacks starting at time ¢;, ¢;, and ¢;, with durations of v = 2, v = 6 and
~v = 1 time slots, respectively. It displays only the sliding windows that include at
least a single slot with an attack. Window w; contains data from the corresponding
local residence collected from time slots [t;, t;_,|, where 7 = 5. In the figure, window
w; includes only a single time slot with traffic from the attack starting at t;. We
illustrate a scenario where the classifier at time ¢; fails to detect any attack within
this window, represented in the figure by an empty circle.

After t;, the first window that detects an attack is wy, o and sends an “alarm”
(at t;,42) to the control center (the second layer). A red circle represents the alarm.
As shown in the figure, during the first attack lasting two slots, the local classifier
issues only two alarms for all 7+~ — 1 = 6 windows that encompass at least one
slot with attack traffic. The behavior in subsequent attacks is similar, and the local
classifier sends four and zero warnings for the last two attacks.

We collect four passive network metrics at every slot: upstream bps rate, up-

stream pps rate, the ratio between upstream and downstream bps rates, and the
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Figure 3.2: Illustration of the behavior of the classifier for a residence (local classi-
fier).

ratio between upstream and downstream pps rates. The “raw” downstream rates
only added noise to the dataset, worsening our classifier’s results. Therefore, down-
load traffic is only considered in the up / down rates. This is not surprising, since
(as later discussed in Section the distribution of downstream traffic rates during
attacks is almost indistinguishable from the distribution of legitimate traffic. Also,
we avoid relying on active network metrics (e.g., latency, packet loss, throughput),
since they are less generalizable.

For each window, we compute three descriptors for each network metric: stan-
dard deviation, maximum, and the difference between the maximum and minimum
(other statistics, such as mean, median, and minimum, were also tested but showed
negligible improvement). This results in a total of 12 features for each window (see
Table . During a DDoS attack, there is a significant increase in upstream traffic.
Therefore, we define a set of features based on upstream traffic, as well as the re-
lationship between upstream and downstream traffic flows. These features are used
as input to the classifier.

We train the models using a labeled DDoS dataset that combines real baseline
home user traffic with attack traffic generated using actual malware source code,
as described in Section .1l The trained model is then evaluated under various
scenarios, including the presence of mislabeled samples and the assumption of a
smart attacker. Additionally, we report results using a dataset collected from a

controlled experiment in which DDoS attacks were generated by devices connected
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Table 3.1: List of features used by the ML classifier (first layer).

Bits per second features Packets per second features
max upstream bps rate max upstream pps rate
max upstream bps rate max upstream pps rate

downstream bps rate downstream pps rate

max-min upstream bps rate | max-min upstream pps rate
upstream bps rate upstream pps rate

max-min

max-min

downstream bps rate downstream pps rate
std dev upstream bps rate | std dev upstream pps rate
Std dev upstream bps rate Std dev upstream pps rate
downstream bps rate downstream pps rate

to home routers in residences (Section [5.3)).

We considered five different candidate ML models: Logistic Regression, Decision
Trees, Random Forests, Gaussian Naive Bayes and Multilayer Perceptron. The best
model was selected through 5-fold cross-validation and then evaluated using test

datasets. Hyper-parameters were set to the default values given by sc ikit—learnE].

3.2 Spatio-temporal correlation layer

The second detection layer employs a Bayesian hierarchical model to correlate the
results from distinct homes over the same time period. Let N = |H| represent
the number of monitored homes, each containing a home router running the ML
classifier (local detection layer). Each residential router classifier analyzes the up-
stream /downstream traffic every minute and reports the results to a central server
(Figure 3.1). The classifier’s output can either be negative (indicating regular home
user traffic) or positive (indicating malicious traffic, i.e., a DDoS attack). Each home
router may report a false positive (in the absence of attack traffic) with probability
0. The probability of reporting a positive result when there is an attack is 0p (i.e.,
the true positive rate, also known as recall or sensitivity). We assume that 6, > 0.5
and O < 0.5, as any practical classifier should perform better than random guessing.

Figure [3.3] illustrates the behavior of the second-layer detector. The second-
layer receives information from all residences (e.g, home-routers) in which the local
classifier is installed. The figure illustrates the output of three residences (L,,, L,
and L,). The figure shows that different local classifiers may detect the attack at
different time instants. It also illustrates that a false alarm occurred (local detector
L,). Using the information received from the local classifiers, the second layer
classifier decides, at every slot, if an attack occurs or not.

Many homes may not contain an infected device (bot). We assume that only
a fraction 6, of the N homes are infected and therefore participate in attacks. We

denote by z; the total number of home routers that report positive at time ¢;, while

"http://scikit-learn.org
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Figure 3.3: Ilustration of the behavior of the second-layer detector. It receives one
bit of information from local classifiers.

the number of negative results is simply N — z;. Our problem then is to decide

between two hypotheses based on the observed value x;:

o Hy (null hypothesis) — There was no DDoS attack in the last five-minute

window; any positive results reported by home routers are false positives.

e H, (alternative hypothesis) — There was a DDoS attack in the last five-minute
window; positive indicators are due to either true positives (from homes par-
ticipating in the attack) or false positives (from homes not participating in the
attack).

Figure illustrates the probabilistic graphical model (PGM), representation
of the system under the null hypothesis (Hy), where no DDoS attack is occurring,
and Figure illustrates the PGM under the alternative hypothesis (H;), where
a DDoS attack is occurring. The latent variables are represented by white nodes
and the observed variable z; is represented by a gray node. The dots indicate
the model hyperparameters. The proposed models, now called the beta-binomial
attack models, follow a beta-binomial structure, capturing the relationships between
observed and latent variables defined in Table 3.2

In the model of Figure [3.4a] x; represents the number of home routers that report
positive at time t;, assumed to be false positives, and 0z denotes the probability of
a false positive at a home router. In the model of Figure [3.4Db] x; represents the
number of home routers reporting positive at time t;, which includes both true
positives (from routers involved in the attack) and false positives (from routers not

involved in the attack). 6p denotes the probability of a true positive (i.e., a home
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Table 3.2: Table of Notation.

X

ay, By
ar, Br
ap, Bp
ay, B

g, By

ap, Bp

(> [I>

>l

>

1> >

[I>

> 1> > >

[I>

[I>

> 11>

Observed variables

Number of homes / home routers.
Number of home routers that report positive
at time t;.

Latent variables

Probability of a (infected) home participat-
ing in the attack.

Number of (infected) homes participating in
the attack.

Probability of a false positive at a home
router.

Number of false positives at time ¢;.
Probability of detection (true positive) at a
home router.

Number of detections (true positives) at time
t.

Hyperparameters

Parameters of the prior distribution over 6,.
Parameters of the prior distribution over 0.
Parameters of the prior distribution over 6p.
Parameters of the updated prior distribution
over 0.
Parameters of the updated prior distribution
over 0.
Parameters of the updated prior distribution
over 0p.

Hypothesis

No DDoS attack (null hypothesis).
DDoS attack (alternative hypothesis).
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(a) Null hypothesis Hy (no attack). (b) Alternative hypothesis H; (attack).

Figure 3.4: Probabilistic Graphical Model representation under each hypothesis
(beta-binomial attack model).

participating in the attack), 0 represents the probability of a false positive, and 6,
the probability of an infected home participating in the attack. (More details about
the models are in Sections [3.2.1) and [3.2.2])

One way of deciding between two hypotheses is to compare how well each one

explains the observed data. After observing x; positive results from N home routers
at time ¢;, our intuition tells us to decide in favor of the hypothesis under which x;
is more likely. We expect x; to be greater under H; (attack) when compared to H
(no attack). However, we may observe a large z; by chance even when there is no
attack. Therefore, given the set of hyperparameters ¢ = {a, 5y, o, Br, ap, Bp},
we are going to decide based on the ratio between the model evidences, defined as
s P(wi | &, Hy)
BF1g(2;, @) = AR N D) (3.1)
This ratio, known as the Bayes Factor, measures the relative credibility of the
models (hypotheses) Hy and H;. By convention, we assume there is substantial
evidence for hypothesis H; if BFo(z;, ¢) > 3 and for hypothesis Hy if BFo(x;, ¢p) <
1/3 [1]. We summarize in Table [3.3|different evidence categories based on the value
of the Bayes factor. We note that, unlike in classical hypothesis tests, we can have
evidence in favor of the null hypothesis, in favor of the alternative hypothesis or
negligible evidence that favors no hypothesis (values close to 1).
While frequentist models usually rely on point estimates for distribution param-
eters (e.g., using Maximum Likelihood Estimation or Expectation Maximization),
in the Bayesian framework we assume prior distributions for the model parameters

and marginalize the likelihood by integrating over the parameter space. If hypoth-
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Table 3.3: Evidence categories for Bayes factors (adapted from [I])

Bayes factor BF|y Interpretation

> 100 Decisive evidence for H;

30 — 100 Very strong evidence for H;
10 — 30 Strong evidence for H;
3—10 Substantial evidence for H;
1-3 Anecdotal evidence for H;
1 No evidence

1/3—-1 Anecdotal evidence for Hy
1/10 —-1/3 Substantial evidence for Hy
1/30 —1/10 Strong evidence for H
1/100 —1/30 Very strong evidence for H
< 1/100 Decisive evidence for H

esis H;, j = 0,1, have a likelihood function p(z; | 6, H;) and the parameters 6
follow a prior distribution p(@ | ¢, H;), the hypothesis’ model evidence (or marginal
likelihood) is given by

pla: | &, H;) = / Pl | 6.H,) p(6 | . H,) d6 (3.2)

With this approach, we naturally deal with overfitting by avoiding point esti-
mates and penalizing more complex models [62, Chap.7|. For example, consider
parameter b, the number of infected homes. In a frequentist model, we would need
to either (1) assume it’s known; or (2) estimate it based on (probably scarce) col-
lected data. On the other hand, a Bayesian framework provides a third alternative:
assuming that b is a random variable whose (posterior) distribution depends on both

prior knowledge and available data.

3.2.1 Model evidence under null hypothesis

Under the null hypothesis Hy (no attack in the given period), we assume that the
N home routers independently generate a false positive with probability r. The
number of positives z; given Hy then follows a binomial distribution with parameters
N and Op:

N
p(ai | O, Hy) = (

>e§:‘(1 — Op)N (3.3)
7

Even though it may be estimated through controlled experiments, the actual
false positive rate (FPR) of the attack detector running on the home routers is
unknown, and may even vary with time (e.g., due to changes in home user traffic
patterns as reported in [49]). So, instead of using a point estimate (MLE), we

assume that FPR is a random variable with prior distribution p(f0r | ¢, Hy). Since
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the likelihood follows a binomial distribution, we adopt its conjugate prior, assuming
Or ~ Beta(ar, Br):

0% (1 — )Pt

B(aF7 5F> 7 (3.4)

p(Or | ap, Br, Hy) =

where B(a,b) is the beta function defined as B(a,b) = fol 29711 — 2)*1dz. The
hyperparameters ap and S express our prior beliefs about #z. For example, they can
be chosen based on controlled experiments. The hyperparameters can be interpreted
as ap previously observed false positives among ar + Sr home routers. In general,
larger values of ar and fr lead to a narrower distribution, while ap = fr = 1
leads to a uniform prior over 5 (equivalent to the absence of prior knowledge). In
Chapter we address the problem of adjusting hyperparameters based on prior
knowledge.
Then, the model evidence under the hypothesis of no attack is given by

1
p(z; | ap, Br, Hp) :/ p(x; | Op, Ho) p(O0F | ar, Br, Hy) dOp
0

a B(ar, fr) 7

(3.5)

X

known as the beta-binomial distribution.

3.2.2 Model evidence under alternative hypothesis

Let’s suppose that, at time ¢;, a DDoS attack is occurring. The observed number
of positives x; will account for both true positives (from homes that participate in
the attack) and false positives (from homes that do not participate). Then, given
a certain number of attackers, we can model the number of false positives and true
positives separately. If b homes participate in the attack (from a total of N homes)
and each home router detects an attack independently with probability 6p (the
classifier’s true positive rate), the number of true positives D; will follow a binomial
distribution with parameters b and 6. Similarly, given the false positive probability
fr the number of false positives F; will follow a binomial distribution with parame-
ters N — b and 6. Since parameters p and 0 are actually unknown, we assume a
beta prior distribution with parameters (resp.) ap, Sp and ag, Sr. Therefore, the

total number of false positives F; and true positives D; given b attackers will both
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follow a beta-binomial distribution (like in Equation [3.5):

F; ~ Beta-Binomial(N — b, ap, Br), (False Positives),

(3.6)
D; ~ Beta-Binomial(b, ap, Bp), (True Positives).

The total number of positives x; will be the sum of true positives D; and false
positives F; at time ¢;. The confusion matrix presented in Table shows how

latent variables Fj, D;, b and parameter N are related.

Table 3.4: Confusion matrix summarizing model’s notation.

Predicted
Positive Negative Total
T:s@ Positive | D; b— D, b
£ Negative | F; N—-b—F, | N—b
< Total T; N —z; N

We observe from the Probabilistic Graphical Model depicted in Figure [3.4b] that
F; and D; are conditionally independent given b. The PMF of the sum of F; and D;
is the discrete convolution of p(F; | b, Hy) and p(D; | b, Hy):

k=i
e <N—b)B(xi—k+ozF,N—b—(xi—k:)+ﬁF) (3.7)
— = r; — k B(OéF,ﬁF)
B(k+ ap,b—k+ Bp)

)

(&)™ Bion

where ; £ max{0,z; — (N — b)} and &; = min{b, x;}. (For k < ~; and k > §;, the
product p(F; = x; — k | b, Hy)p(D; = k | b, Hy) is zero.)
Then, the model evidence p(x; | Hy) can be obtained by:

p(xi | Hy) =Y plwi | b, Hy) p(b| Hy) (3.8)

b=0

If each home participates in the attack with (unknown) probability 6y, by assum-
ing a prior distribution 6, ~ Beta(ay, 5) we have that the total number of attacking
homes b is Beta-Binomial(N, oy, 5):
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1
p(b| Hy) = / p(b | 6y, Hy) pl6y | Hy) db,
0

B (N)B(b+ab,N_b+5b)
~\b B(ay, By) '

(3.9)

Finally, the model evidence p(x; | Hy) under the alternative hypothesis H; is

p(x; | Hy)

WE

p(xi | b, Hy) p(b | Hy)

oS

=0

Y /N\BOb+ oy, N — b+ 3)
E:[(b) B(aw, By) (3.10)

b=0
(N—b)B(a:i—kjLaF,N—b—(ﬂfi—k)+5F)
: —k B(ar, Br)

] |

We note that the model evidence under the null hypothesis p(z; | Hy), (3.5)), is
a special case of p(z; | Hy) with p(b =0 | Hy) = 1 and p(D; =0 | Hy) = 1, i.e., we

are certain there were no attacking homes in the period. Then, given H,, we have

0

k=i

C)B%+amb—k+&ﬂ
k B(OéD,ﬁD)

x; = F; while given H; we have x; = F; + D,.
Table summarizes the distributions of latent variables b, F; and D; and ob-

servable variable x;.

3.2.3 Bayes factor

After defining the model evidence under both hypotheses, we compute the corre-

sponding Bayes factor BFq:
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BFlO(mia Qp, Bb) ap, 5F7 ap, BD) é

N
(Mo -e 3
b=0

i(N ) zi—k+ap, N—b— (v, — k) + Br) (3.11)

IZ
k=i
b
. k;—l—ozD,b—k+5D)]

N
{(x)B(% +ap, N —m+ Br)B(a, 5)B(ap, Bp) |-

Therefore, after observing x; positive results from N homes at a given period,
we can use (3.11) to evaluate the evidence in favor of each hypothesis. In case
of evidence in favor of an attack, the network operator can then take appropriate

countermeasures depending on the strength of evidence (e.g, anecdotal, substantial,

decisive).
Table 3.5: Distribution of latent and observable variables.
Variable Likelihood Prior Marginal Posterior
b Binom(N, 6;) Beta(aw, 55) Beta-Binom(N, ay, ) Beta(N, o, 3;)
F; Binom(N —b,0r) Beta(ar, fr) Beta-Binom(N — b, ap, Bp) Beta(N —b, o, ff)
D; Binom(b, 0p Beta(ap, p) Beta-Binom(b, ap, p) Beta(b, o/, B5)
T Equation Beta-Binom(N, oy, 5,) Equation Equation

When we decide that the hypothesis of attack is most likely correct, we can infer
the number of infected homes (that participate in the attack). Since the classifier
running at the home routers is not perfect, the observed number of positives x; may
be biased due to undetected attackers (false negatives) and/or false positives from
homes that are not infected.

The posterior distribution of the number of attackers can be obtained from ({3.7]),

D). and (EI0):
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3.2.4 Model updating

Given an observed number of positive results x;, we show how to compute the
evidence in favor of a DDoS attack at time ¢; using the Bayes Factor, which is
the ratio between the model evidences under two competing hypotheses (models).
The model evidences depend not only on z;, but also on the prior distributions
of parameters (latent variables) 6y, r, and 0p under Hy and H;. However, over
time, knowledge about the occurrence of DDoS attacks can be acquired from past
observations, allowing us to refine our understanding of whether an attack took place
at a particular moment. In this section, we describe how the posterior predictive
distribution can be used to update the model and incorporate beliefs derived from
these past observations, improving the accuracy of future predictions.

Sampling during normal period

Suppose we observed x,, positive results at time t,. If we believe that it is very
unlikely that a DDoS attack occurred at ¢,,, we can use that information to update
our model’s hyperparameters. Since the number of attackers is (most likely) zero at
t,, D, =0 and z,, = F,,. The number of false positives F;, follows a beta-binomial
distribution with parameters N, ar and Sp (see Table. Given F),, the number of
false positives F; at a later time ¢; (7 > n) also follows a beta-binomial distribution.
This follows directly from the fact that the Beta distribution is the conjugate prior

for the binomial distribution. Additionally, in this case, it is well known that the

26



parameters of the posterior predictive distribution p(F; | x,,) are given by
adp=ap+x,, Lp=P0r+N—ux,. (3.13)

Given sample z,, the Bayes factor (3.11)) for a new observation x; with the
updated model is

BF1o(xj, ap, By, r, Br, ap, Bp | Tn)

(3.14)
= BFlO(l‘ja Qp, Bb) O/F7 6}7‘7 ap, BD)

The hyperparameter update rule (3.13) can be applied recursively when more

samples become available. In general, for a set X, = {x1,22,...,2,} of samples
collected at times tq,1s,...,t,, with no attacks, the update rule is
ap = ap + Z Z;,
, voetn (3.15)
By =B+ XN = Y ;.
YV, EXn

Following this method, the knowledge about 5 (the false positive probability of
the classifier running on the home routers) can be updated over time based on the
observations during periods with (very likely) no attacking homes.

Sampling during attack period

Suppose now that x, positive results were observed at time t,, when a DDoS
attack was in progress. How should z, influence our beliefs when a new sample z;
(j > a) is observed? We showed in Section that x, is given by the sum of false
positives F, and true positives (detections) D, at time t,. Since we cannot easily
distinguish between false and true positives (we do not know the actual number of
attackers b), we are not able to devise a direct update rule for the hyperparameters
ar, Br, ap, Bp, o, or .

From the Probabilistic Graphical Model in Figure [(3.4D] it can be seen that
samples x, and x; are conditionally independent given latent variables b, 0 and 0p
(hypothesis Hy). Therefore, if we consider that the number of attackers b is roughly

the same at ¢, and ¢; E|, we can calculate the updated model evidence under H; from

2This is more probable when we are looking at shorter time spans and attacks originate from
the same botnet. We can evaluate if this is a reasonable assumption by comparing the posterior
distributions p(b | x4, H1) and p(b | x;, H1).
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the Law of Total Probability:
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- 1
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Similarly, z, and x; are conditionally independent given 6 (hypothesis Hy).

Therefore, for the hypothesis of no attack at ¢;, we have
p(z; | za, Ho)

1
~ p(wa | H1)B(ow, 5y) Blar, Br)Blap, Bp)

{(i\]) i <]Z>B(b+0‘b’N_ b+ By)

b=0

(3.17)

B(ap+xj+ x4 — ka, fr +2N —b+k, — x; — 24)

ka="a

B(ap—i—k’aaﬁD—{—b_ka)(xN—_/f)(kl))}

Finally, the updated Bayes factor for z; given sample z, follows directly from

(3.16) and (3.17):
p(z; | 2, Hy)
BF,0(z; o= T HA 18
10(5, o, Bo, ap, Br, ap, Bp | 2a) p(z; | x4, Ho) o

Comparing to and (3.17) to (3.5)), we see that the posterior pre-
dictive distribution p(z; | z,, H;) and the marginal likelihood p(z, | H;), j = 0,1,
follow different distributions for both hypotheses. As a result, given a set of multiple
samples X, = 1, 22, ..., T,, collected during attack times ¢, 1, ...,t,,, there is no

recursive update rule like (3.15)):

N oo
plaj | Xoy Hy) = Z/ / p(x; | b,0F,0p, H1) p(b,0F,0p | Xo, H1) dfp dOF
i=Jo Jo
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Detailed sampling during an attack

In the case where sampling is done during an attack, we show that it is not possible to directly
update the model’s hyperparameters by observing only variable z,. To update the hyperparame-
ters, it is necessary to also observe latent variables b, F; and D; during the attack. Lets assume this
information is available for a subset of N < N homes. For example, an ISP could give instrumented
devices that act like honeypots to some of it’s clients. If an attack happens, we can infer, among
the N homes, the number of attackers b. From b and the result of each DDoS detector at the home
routers, we are able to compute the number of false positives F (positive results from the N-b
homes that did not participate in the attack) and the number of true positives D (positive results
among the b attackers). Since b, F; and D; follow a beta-binomial distribution, the corresponding
posterior predictive distributions given l~), F and D is also beta-binomial. Similar to , the

model update rule is given by

a{,zab—i—i), ﬁl’):ﬁb+N—l~)

op=ap+F, Br=Bp+N—-b—F (3.20)
op=ap+D, Bp=pp+b—D.

The Bayes factor for a new sample x; is

BFlO(xj;abaﬁbaaFaﬁFvaDvﬂD | N75aF,D)

— BF PNV l / / (3'21)
= 10(%704;;,51),@%5%@13”313)

As in (3.15)), the update rule (3.20|) can be applied recursively when more data is available.
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3.2.5 Known classifier performance (binomial attack model)

After a period of observation of the classifier results and subsequent model updates, the uncertainty
about the performance of the classifier running on the home routers (i.e., the True Positive Rate
(TPR) and False Positive Rate (FPR)) will decrease considerably. As more data becomes available
and the parameters a and (3 of the beta prior for TPR and FPR grow large, the beta distribution
becomes more sharply peaked, converging to a point estimate. In this case, the Bayesian model
can be simplified by treating the TPR and FPR as fixed values rather than uncertain variables.
The beta-binomial distribution with integer o and 8 can be used to model a simple Polya urn:
the urn starts with « red balls and 8 black balls; when a ball is drawn from the urn, it is replaced
in the urn together with a new ball of the same color. After k£ random draws from the urn, the
number of red balls drawn follows a beta-binomial distribution with parameters k, o and .
Intuitively, when a > k and 8 > k (the number of balls inside the urn before drawings is
much larger than the number of balls drawn), the effect of adding one ball at each of the k draws is
negligible. As a consequence, the process is very similar to drawing with replacement. It is easy to

show that the number of red balls drawn after k£ random draws approaches a binomial distribution

(8]
a+p”
Let kp = ap + BF and kp = ap + Bp be the concentration of the prior distribution over,

with parameters k and The result holds true when « and /3 are positive reals.

respectively, O and 0p. The beta distribution becomes narrower as its concentration increases [63}
Chap.6|. Therefore, for sufficiently large xkr and kp, latent variables §r and 8p can be modeled,
instead, as deterministic parameters. In this case, it is easy to see that the distribution of F;
and D; given b attackers (3.6) will follow a binomial distribution with parameters, respectively,

i, _ _ar i, _— _ap .
Or = ap+Br and p = ap+pfp*

F; ~ Binomial(N — b,0y), (False Positives),

A (3.22)
D; ~ Binomial(b, 0p), (True Positives).

We call this model the binomial attack model. We replace the latent variables 0z and 0p of the
beta-binomial attack model (Figure with 8z and 6p as shown in the Probabilistic Graphical
Model (PGM) of Figure The observed number of positives z; at t; are now conditionally inde-
pendent given only one latent variable (b). In the beta-binomial model, samples were conditionally
independent given three latent variables: b, 0r and 0p. We will show that this assumption leads
to some simplifications.

Given b attackers, the number of positives z; is given by the sum of two (conditionally) inde-
pendent binomial random variables F; and D; with parameters 6 and 0p, respectively. Therefore,
z; follows a J-binomial distribution [64] with J = 2. As before (3.7), the PMF of the total number
of positives z; is given by the discrete convolution of p(F; | b, H1) and p(D; | b, H1) El The Bayes

3 Alternatively, an approximate solution can be obtained via saddlepoint approximation [65].
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ap Bb

(a) Hypothesis Hy (no attack). (b) Hypothesis H; (attack).

Figure 3.5: Probabilistic Graphical Model representation under each hypothesis
assuming known 6 and 0p (binomial attack model).
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The posterior distribution of the number of attackers given z; positive results (equivalent to Equa-

tion is
p(b | x’iaHl)
N
= [(b)B(b—Fab,N—b—f—/Bb)
5
wi—k(] _ g \N—b—(zi—Fk)
(o))t —on)
k=i
(b ]. — 0D b= k:| -
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N .
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Since the false positive probability is now given by hyperparameter O, the model evidence
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under Hj is not affected by past samples, i.e., p(x; | z;, Hy) = p(x; | Hp) for i < j. However, if we
know that an attack is occurring at time ¢, and z, positive results are observed, that information

can be used to adjust our beliefs under hypothesis H;. The Bayes factor for a new sample x; is

Ly | xale)

A 4 p(
BF1o(zj, ap, By, 0F,0p | o) = ————2, 3.25
10(25, @, B, 0p, 0p | 2a) (2 | Ho) (3.25)
where the posterior predictive distribution for H; is given by
p(z; | a, Hi)
_ 1
p(za | Hi)B(ow, B)
N
N
[Z (b)B(b+ab,N—b+Bb)
b=0 (3.26)
5j da
Z Z é;j"l‘-’l)a—kj_ka(l o éF)Q(Nfb)+k:j+ka7wjfxa
kj=vj ka="a

s A N-—b b N-b b
gritha 1 _ py2b—kj—ka )
o (1=0p) z;— k) \kj ) \@a — ko) \ka

Finally, when a subset of N < N homes is monitored so that the exact number of attackers b

(out of N ) at a given time can be observed, we can use the simple update rule

ag:ab+l~), é:ﬂb-i-N—lN). (3.27)
Update rule (3.27)) leads to
BF (2, ab, B, 0r, 0p | N, b) = BF10(z;, o, B, 0r, 0p). (3.28)

3.2.6 Poisson approximation

Our model can be further simplified when the number of homes N is sufficiently large. In this
scenario, the binomial distribution of F; and D; can be well approximated by the Poisson distri-
bution. Then, we can use the property that the sum of two independent Poisson random variables
with parameters A\; and Ay follows a Poisson distribution with parameter A = A; + Ay (we may
avoid the convolution operation used to compute the PMF of z; = F; + D; given b). Using this

approximation, we have

F; ~ Poisson((N — b) 0r) (False Positives)
D; ~ Poisson(b p) (True Positives) (3.29)
x; ~ Poisson((N —b) g +b 6p) (Predicted Positives)

We denote this as the Poisson attack model. The Poisson model shares the binomial attack
model’s PGM structure (Figure , with different distributions for F;, D; and x;.
The Bayes factor is given by

BF 10 (i, o, By, 0r, 0p)
Xl ()B+ ay, N = b+ By) piebOr—on) (3.30)
N=i éif B(Oéb,ﬁb) '
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where 1 = (N — b) Op +b0p.
Comparing (3.30) to (3.11) and (3.23), it is clear that the complexity of computing the Bayes
factor reduces from O(N?) to O(N).

The posterior distribution of the number of attackers b given x; is

p(b | Ly Hl)
~ ()BO+0n, N —b+ ) priet@r—00) (3.31)
Zévzo (Jg)B(i? + ap, N — B + Bb) /ﬂieg(éF—éD) ’

Finally, given that x, positives where observed during an attack at t¢,, the posterior predictive

distribution for the hypothesis of attack is

p(z; | za, H1)
_ 1
p(za | H1)B(ow, By) (3.32)
N
N Tj+To p,—2p
[Z( )B(b—i—ab,N—b—I—Bb)u,e, :
P b zjlag!

The model update rule for a known number of attackers b among N < N homes is given by
Equation [3:27]

Usually, the Poisson distribution is a good approximation for the binomial distribution when
the variance n p (1 — p) is large. This should not happen in our scenario since the products
0p (1—0p) and 0p (1 —0p) are both supposed to be low for an attack detector that is reasonably
good. We show in Section [§] that the Poisson model can be used in place of the binomial model

without a noticeable difference when N is reasonably large.

3.2.7 Known probability of participating in the attack

When the concentration of the prior distribution over 6, denoted as kappay, = ap+ By, is sufficiently
large, we can assume the probability of a home participating in the attack is not a latent variable
but a known parameter. This assumption, along with the assumption of known 6 and 6p, leads
to the model we proposed in [61] and was later applied by Streit et al. [48]. Although simpler, this
model may have some limitations. Good estimates of the expected number of bots participating in
future attacks are very hard to obtain. Antonakakis et al. [66] showed not only that the size of Mirai
botnets varied considerably over time, but also that some ASes where much more affected than
others. The model presented here deals with the uncertainty about the parameter 8, introducing

a prior distribution.

3.3 Implementation

We briefly discuss the practical challenges associated with implementing the proposed system

including both layers.
3.3.1 Local detection layer

For each residence, the first layer requires its home router to extract features from the upload and

download traffic passing through the router. Using a pre-trained Random Forest classifier, the
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router determines whether any device within the home network is participating in an attack. The
byte and packet counters required to obtain the expected number of uploaded and downloaded
bytes every minute are easily accessible in Unix systems (e.g., through the virtual file located
at /proc/mnet/dev). For the Random Forest classifier, the necessary features consist of simple
statistics (such as maximum, minimum, and standard deviation) calculated over a sliding window
of five samples, each representing one minute.

Embedding the trained classifier is straightforward. Random Forest classifiers average the
predictions from multiple Decision Trees [67], essentially simple sequences of if-else statements.
The sklearn-porter tool [68] can be used to convert a trained scikit-learn model into C source
code, making it suitable for efficient use in embedded systems with limited resources.

The OpenWrt system provides some out-of-the-box tools that can be used to implement coun-

termeasures and minimize collateral damage when an attack is detected. Some examples include:
e Triggering SNMP traps to notify the network manager with the mini-snmpd daemon
e Dynamic IP blocking via ipset or banIP
o MAC address filtering via OpenWrt’s firewall tool
e Rate limiting using OpenWrt’s Traffic Control (tc).

Our evidence shows that implementing the first layer in the home router does not impact its
performance. We installed this layer using off-the-shelf home routers running OpenWrt (the TP-
Link models WDR3500, WDR3600, and WDR4300). The additional CPU and memory load on

the home routers was minimal.

3.3.2 Spatio-temporal correlation layer

The second layer utilizes the information provided by the residential routers’ classifiers, that may
consist of just a single bit of information. More data could be sent in order to run the ML classifier
on the edge server instead. However, since attacks generate a lot of upstream traffic, this would
increase the likelihood of delaying an alarm or losing data from affected routers.

For N routers, the worst-case complexity for calculating the Bayes factor is O(N?) for the
beta-binomial and binomial models, and O(N) for the Poisson model. In addition to being com-
putationally efficient (avoiding the need for sampling methods such as MCMC), Bayes factor (BF)
values can be precomputed on the server for each value of z; (ranging from 0 positive results to
N). The server only needs to update the stored BF values if new evidence prompts an update to
the prior parameters (see Section [3.2.4)).

Multiple commercial and open-source solutions are available to mitigate the impact of an
ongoing attack detected at the network edge. Some strategies include: traffic filtering, blackhole
routing, rate limiting, and scrubbing centers. As discussed in Section the network operator
may implement different countermeasures depending on the strength of evidence provided by the

Bayes factor.
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Chapter 4

Datasets

This section introduces the datasets used to evaluate the proposed two-layer DDoS detection
system. We start by describing in Section [£.1|how two labeled DDoS datasets were built, combining
real home user traffic data with Mirai and BASHLITE traffic. We use this dataset to adjust our
model parameters. Section [1.2] presents the experiment we conducted with a selected group of

volunteers to obtain a dataset containing real DDoS attacks, the “volunteers dataset”.

4.1 Labeled DDoS datasets

One of the main obstacles for building high-performance DDoS attack detection systems is the
scarcity of labeled DDoS datasets [2I]. The available alternatives are very limited: some are
old (like the CAIDA 2007 dataset [23] and the NSL-KDD dataset [24]), others rely solely on
synthetic data (like the CIC-DDo0S2019 [26], UNSW-NB [25] and Bot-IoT [27] datasets). To our
knowledge, the best DDoS datasets available are the ones that use testbeds with emulated traffic
from selected IoT devices: 9 IoT devices in the N-BaloT dataset [28], 3 in the IoT-23 dataset [30], 2
in McDermott et al.’s dataset [29], 26 in the ACI IoT Network Traffic Dataset 2023 [3I], and 4 in the
LATAM-DDoS-IoT Dataset [22]. The recent CIC-BCCC-NRC TabularloTAttack-2024 dataset [32]
provides a collection of 9 preprocessed datasets from multiple authors, with 83 features extracted
from PCAP trace files. Results obtained from such scenarios may not generalize well, since attack
detectability may vary a lot for different IoT models [69].

These datasets span a variety of devices, and network activity was generated in a controlled
lab environment using various device combinations that emulated a smart home environment. In
contrast, our dataset includes traffic data from over four thousand residences and contains more
than ten thousand identifiable devices. The devices in our dataset consist of different brands of
smartphones, smart TVs, printers, cameras, laptops, tablets, smartwatches, video game consoles,
home theater systems, iPods, and Raspberry Pi devices.

Obtaining labels for DDoS attacks is challenging, primarily because it’s difficult to determine
when these attacks occur. Additionally, real data from home users is scarce, partly due to privacy
concerns. Our work addresses these challenges by proposing a novel approach. We combine real
home user traffic data, the baseline for regular traffic, with DDoS attack traffic generated in a
controlled environment using authentic malware source code. This method enables us to create a

dataset with traffic from thousands of IoT and non-IoT devices.

36



4.1.1 Baseline traffic dataset

We briefly introduce our baseline traffic dataset and then present a longitudinal analysis derived
from the traces to appreciate the general characteristics of the home users being considered.
From a mid-size ISP, we obtained samples of the total upload and download traffic flowing
through home routers of 4,870 residences from 14 different cities. No information from either the
header or the payload of packets was collected. The samples were obtained during a period of
20 days, from May 1 through May 20, 2021. The dataset includes byte and packet counts for
upload and download traffic on the LAN interface, capturing both wired and wireless traffic within
individual homes, sampled at minute intervals. Data was gathered from off-the-shelf wireless home
routers, which serve as gateways to the Internet provider as shown in Figure These home
routers run OpenWrt, each including open-source software to collect and send information to a

server.

Home Router i .
D Server

Figure 4.1: Measurement Infrastructure

Distribution of devices

We make no assumptions about the types of devices connected to individual home networks. In fact,
we had no prior knowledge about network usage or the types of devices adopted by home users and
we did not apply any pre-filtering of devices. In addition, unlike previous work [28] 29 32, [39H43],
our methodology is completely agnostic to the nature of the devices and does not rely on their
specifics.

To determine whether our dataset includes residences with a wide variety of distinct devices,
we sampled approximately 12% of the 4,870 homes in our measurement campaign to examine the
MAC addresses and hostnames from DHCP tables. We found that 10,136 distinct devices were
connected at least once to the sampled home networks, averaging more than 17 unique devices
per home. Additionally, half of these homes had at least 13 distinct devices. Our analysis of the
MAC addresses and DHCP tables showed a variety of devices connected to the home networks,
including smartphones, tablets, IP cameras, smart TVs, laptops, desktops, smartwatches, printers,
video game consoles, etc.

Figure [£:2] presents a histogram of the total number of distinct devices that connected at least
once to each home network. Most home routers (approximately 75%) observed 20 or less devices

during the 20 days period. However, we observe a heavy tail of 6 homes (approx. 1%) with over
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a hundred devices. Judging by the elevated number of “iPhone”, “ Galary” and “ Android” devices

at these networks, these are probably high traffic places.

300 A

250 A

Frequency

0 20 40 60 80 100 120
Total number of devices per home

Figure 4.2: Histogram of the number of devices per home.

Distribution of upstream and downstream traffic

We collected approximately 116 million traffic samples (byte and packet counts) from 4,870 home
routers. The average traffic in bits per second and packets per second is computed by taking the
difference between the values of, respectively, the byte and packet counters at two consecutive
measurements and dividing by the elapsed time.

Figure shows the distribution of the upstream and downstream bits / packets per second
rates. We can see that most packet rate samples for legitimate home user traffic are low (less
than 10 pps). Both joint distributions show some correlation between the metrics. Figure
in particular indicates a high correlation between upstream and downstream packet rates. Our
results (Chapter [5]) suggest that the ratio between the upstream and downstream traffic rates is an
important feature for the detection of DDoS attacks. At Figure[£.3D] we also see that downstream

bits per second rates are usually higher than upstream rates.

4.1.2 Botnet attack experiments

Experimental setup

We setup a controlled environment at our laboratory to generate attack traffic traces using a
Raspberry Pi and a TP-Link WDR3600 wireless router running OpenWrt. The Raspberry Pi runs
real malware source code and is connected to the wireless router via Wi-Fi. The Raspberry
Pi launches DDoS attacks while the OpenWrt router records the value of the network interface’s
bytes and packets counters at one second intervals. In this isolated network, we avoid concurrent
traffic from other devices and measure almost exclusively malware traffic at the wireless (WLAN)
interface. We note that we do not block the interference from neighboring Wi-Fi networks. Fur-
thermore, by moving the devices between runs, we are able to better emulate Wi-Fi rates observed

at real networks.
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Figure 4.3: Distribution (joint and marginal) of upstream and downstream traffic
samples.

Malware source code

We consider two of the most common IoT botnet malwares: Mirai and BASHLITE. From their
publicly available source code, we obtained the functions responsible for the attack vectors of
interest, removing all source code related to scanning for victims and communicating with the
CnC (Command and Control) server.

In Listing[T} we show an excerpt from Mirai’s source code used in UDP flood attacks. This code
written in C is relatively simple: a while (TRUE) loop keeps sending back-to-back UDP packets
to the IP addresses of each victim. The infinite loop continues until the parent process interrupts
the attack with a SIGKILL signal. Despite the algorithm’s simplicity, we show in this work that
detecting Mirai and BASHLITE attacks is a nontrivial task.

By extracting the functions that implement the attack vectors, we developed a software module
to conduct Mirai and BASHLITE DDoS attacks against a given target for a configurable time.

The software module can launch the volumetric and state exhaustion attacks shown in Table 411

Table 4.1: Attack vectors used in the experiments

Attack Type Source Code
UDP flood Volumetric Mirai, BASHLITE
UDP PLAIN flood Volumetric Mirai

TCP SYN flood State exhaustion Mirai, BASHLITE
TCP ACK flood State exhaustion Mirai, BASHLITE

Attack dataset

As reported in [70], most DDoS attacks last for a relatively short time, e.g. a few minutes. Addi-
tionally, according to the Mirai CnC source code, the attack duration for a single attack command
is capped at 1 hourﬂ The results of Section indicate that the vast majority of all attacks

'Due to the malware limitations, longer DDoS attacks (e.g., that last for an entire day) are
probably implemented by issuing multiple attack commands with short duration.
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Listing 1 Mirai source code excerpt taken from the attack_udp_generic function
defined in the attack_udp.c file.

while (TRUE) {
for (i = 0; i < targs_len; i++) {
char *pkt = pkts[i];
struct iphdr *iph = (struct iphdr *)pkt;
struct udphdr *udph = (struct udphdr *) (iph + 1);
char *data = (char *)(udph + 1);

// For prefixz attacks
if (targs[i] .netmask < 32)
iph->daddr = htonl(ntohl(targs[i].addr) +
(((uint32_t)rand_next()) >> targs[i] .netmask));
if (source_ip == Oxffffffff)
iph->saddr = rand_next();
if (ip_ident == Oxffff)
iph->id = (uint16_t)rand_next();
if (sport == Oxffff)
udph->source = rand_next();
if (dport == Oxffff)
udph->dest = rand_next();
// Randomize packet content?
if (data_rand)
rand_str(data, data_len);

iph->check = 0;
iph->check = checksum_generic((uint16_t *)iph,
sizeof (struct iphdr));
udph->check = 0;
udph->check = checksum_tcpudp(
iph, udph, udph->len,
sizeof (struct udphdr) + data_len);
targs[i] .sock_addr.sin_port = udph->dest;
sendto(fd, pkt, sizeof (struct iphdr) +
sizeof (struct udphdr) + data_len,
MSG_NOSIGNAL,
(struct sockaddr *)&targs([i].sock_addr,
sizeof (struct sockaddr_in));
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(99%) can be detected in less than two minutes from the time they are initiated. Therefore, if a
short attack is detected in a few minutes, an identical longer attack will also be detected. Based on
these observations, for each attack vector, we generate 300 attack samples whose duration follows
a Gaussian distribution with mean p; = 120 secs and standard deviation o, = 10 secs (short
attacks), and 40 attack samples with mean p; = 600 secs and standard deviation o; = 100 secs
(long attacks). Each attack sample in the attack dataset is identified by three variables: the attack
vector, the type of the attack (short or long), and the attack duration.

Our attack dataset contains seven attack vectors, four for Mirai and three for BASHLITE
(Table. In particular, the UDP PLAIN attack is an optimized UDP flood attack implemented
only by Mirai. Volumetric attacks (UDP) use packets with random payloads of 1400 bytes, while
state exhaustion attacks (TCP) use empty packets with no payload. We consider attacks with
different payload sizes in Section [5.1.4}

Figure [I.4] compares the upstream traffic for each attack vector. It is worth noting the differ-
ences among the generated attack traffic. While UDP attacks generate traffic (left plot) with a
median of around 30 Mbps, other attack vectors generate traffic at rates with medians of around
2 Mbps. These lower rates are comparable to some home user upload rates (as shown in Section
. In addition, TCP attacks that send packets with empty payload generate traffic with high
packets per second (pps) rates.

One might infer that using simple threshold policies would suffice to detect attacks. However,
as we show in Section [5.1.7] simple threshold policies produce unacceptably high false positive
rates or low true positive rates (or both).

In summary, detecting DDoS attacks from only byte and packet counts is non-trivial and
requires clever schemes. These include identifying patterns in baseline home user traffic and attack

traffic, as well as exploring potential correlations between upload and download traffic.
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Figure 4.4: Box plot of upstream traffic rates generated by each attack vector. As
expected, attack vectors that send packets with large payloads generate higher bits
per second (bps) rates and lower packets per second (pps) rates when compared to
attacks that send empty packets with no payload.

4.1.3 Labeled dataset construction

Next, we describe how the baseline traffic dataset (Section [4.1.1)) is combined with the attack
dataset (Section 4.1.2)) to build two labeled datasets. Labeled dataset 1 contains 12 days of baseline
traffic data (from May 1 through May 12, 2021), and is used for the evaluation of our first layer
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(Section [5.1)). For the evaluation of the second layer (Section[5.2)), we build labeled dataset 2 using
the last 8 days of home user data (from May 13 through May 20, 2021). Our experiments show
that the effect of attacks on downstream bps and pps rates is negligible (see Figures and
. As the attacker’s goal is typically to cause a denial of service at a target, it is not surprising
that the upstream traffic of compromised nodes is more affected than their downstream traffic.
Furthermore, the attacker can employ spoofed IP addresses during attacks, effectively nullifying
response traffic received by the bots. Based on these observations, only upstream attack traffic is
considered in the labeled dataset.

The procedure for building the labeled datasets is described next. The first step is to select the
homes that will participate in the attacks. Let H denote the set of homes used in our study. From
this set, we randomly choose b = |B| homes to “infect”, where B C H is the set of infected homes
and |B| is the cardinality of set 5.

In the second step, the type of the attack (short or long), the attack vector, and the attack
start time are defined. Let A be the total number of DDoS attacks that will be added to the
baseline traffic dataset. For every attack i, 1 < i < A, the type of the attack, d;, is defined: i is
defined as a short attack with probability ps, and as a long attack with probability (1 — ps). The
attack vector v; used at the i-th attack is randomly chosen from the set of seven available DDoS
attack vectors (see Table[4.1)). The attack start time, a;, is chosen from a uniform random variable
U(Tp,Tr), where Tr is the first minute of the baseline traffic dataset and 77, is the last minute
of the dataset (Section . This step produces A attacks to be inserted in the baseline traffic
dataset with attack ¢ identified by the tuple (d;, v;,a;), d; € {short,long}.

The final step is to select A attack samples from the attack dataset and add them to the baseline
traffic dataset. For each attack ¢ and infected home j, we randomly sample (with replacement) from
the attack dataset an attack sample of type d; and attack vector v; to be inserted in the baseline

traffic dataset at time a,;. Algorithm [ summarizes the labeled dataset generation procedure.

Algorithm 1 Labeled DDoS dataset generation

1: Sample b infected homes from H

2: for i <~ 1to A do > Generate A attack instances
3 if rand() < ps then > Probability for short attacks
4: d; < “short”

5: else
6
7
8
9

d; < “long”
end if
v; < sample _vector() > Random attack vector
: a; ~U(Fy,, Ly,) > Uniform start time
10: end for
11: for all attack instances i € [1, A] do
12: for all infected homes j € [1,b] do

13: 1ij < sample_ attack(v;, d;) > Atk. trace w/ duration d;, vector v;
14: insert _attack _traffic(j, i, a;)

15: end for

16: end for

Figure illustrates how the labeled datasets are built. In this example, |H| = 6,b = 3 and
A = 2. The home router traffic is represented by blue rectangles and the attack traffic is colored
red. Home routers HR3, HR5 and HR6 were set as attack sources (infected homes) and attacks

start at a1 = 1 and ay = 21. The first attack is long, while the second is short.
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Figure 4.5: Dataset example. First attack is long and starts at a; = 1. Second
attack is short and starts at a, = 21.

4.2 Volunteers dataset

In the following, we describe an experiment to obtain a dataset that includes attacks from devices
connected to home routers in ordinary residences rather than in a laboratory setup. We selected
a group of ten volunteers. Each volunteer received an “infected” Raspberry Pi, running modified
Mirai and BASHLITE source code. By removing certain software functions, we ensured that the
modified malware could not infect other devices on the residential network.

All Raspberry Pi devices were programmed to launch DDoS attacks targeting a monitored
server at random times. The intervals between attacks were generated according to an exponential
distribution with a mean of 300 minutes (5 hours). To mitigate any significant impact on the
user experience, intervals less than or equal to 5 minutes were excluded. During the experiment,
volunteers were unaware of when each attack occurred, allowing them to maintain their daily
routines without bias regarding the timing of the attacks. We varied the attack vectors during the
experiment, using every attack vector and malware implementation listed in Table

The volunteers were monitored for 31 days, from August 9 to September 9, 2021. We con-
ducted a total of 111 DDoS attacks, averaging 3.6 attacks per day. Figure[.6]shows the distribution
of upstream and downstream traffic in the volunteers’ home network during their daily activity
and during attacks. Figures [£.6a] and [£.6b] show that upload traffic is usually higher during at-
tacks. However, there is a reasonable overlap between the distributions, suggesting that simple
threshold-based policies might generate a lot of false positives and/or false negatives. Furthermore,
the distribution of the downstream traffic rates (Figures and during attacks is almost
indistinguishable from the distribution of legitimate traffic.

The volunteers’ data was expanded by including traffic data from an additional 190 residences.
A random sample of 190 residences was drawn from the set of 4,870 residences. The data from
these 190 residences was collected from the same period as the volunteer experiment. Note that the
scenario depicted by the dataset is that of two hundred residences, of which only a small fraction

(5%) contains an infected device participating in sporadic DDoS attacks.
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In Section[5.3] this dataset is used to evaluate the performance of our two-layer DDoS detection
system. To our knowledge, no existing dataset in the literature shares the same characteristics as
the one created in this study. Specifically, this dataset combines real traffic from home users with

botnet-based DDoS attacks from a local device within the domestic network.
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Figure 4.6: Density plots of upstream / downstream traffic rates at volunteers’
homes comparing periods with and without attacks.

In Table we compare the distribution of the traffic samples in each dataset using a few
summary statistics. Due to the nature of the field experiment, we are unable to separate the normal
and attack traffic in the volunteers dataset. We observe that the upload rates in the botnet lab
experiment are significantly higher when compared to baseline home user traffic. However, when
attack traffic is combined with normal traffic to create the labeled dataset, the traffic statistics
remain nearly unchanged compared to those of the normal traffic. This is expected, as attacks are
rare in the dataset, and the botnet represents only 5% of all residences. Furthermore, we observe
that the distribution of traffic in the labeled dataset is similar to that of the wvolunteers dataset,

suggesting that our results may generalize well between the two datasets.
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Table 4.2: Summarized traffic statistics for each dataset.

Download rate

Bytes per sec.

Packets per sec.

Upload rate
Bytes per sec. Packets per sec.

Dataset Statistic (kbps) (pps) (kbps) (pps)
Mean 864 74 114 40
Baseline Std.dev. 2463 213 1133 488
traffic 25th pcetl. 0.8 0.0 0.06 0.0
(normal)  Median 5.4 2.0 2.6 1.0
75th pctl. 668 7 32 29
Mean 2.6 1.4 10876 3442
Botnet Std.dev. 12 3.9 14788 2464
experiment  25th pctl. 0.2 0.3 1238 1405
(attack) Median 0.4 0.5 2470 3429
75th pctl. 0.8 1.1 15822 4351
Labeled Mean 864 74 176 62
dataset Std.dev. 2463 213 1888 716
(normal -+ 25th.pct1. 0.8 0.0 0.1 0.0
attack) Median 5.4 2.0 2.6 1.0
75th pctl. 668 7 32 29
Volunteers Mean 902 98 182 60
dataset Std.dev. 5223 593 2672 444
(normal + 25th.p0tl. 9.8 4.0 5.7 3.1
attack) Median 37 14 17 13
75th pctl. 481 79 48 36
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Chapter 5

Results

Section presents an analysis of the local DDoS detector running on home routers (first layer)
and Section evaluates the hierarchical Bayesian model (second layer) using the labeled dataset.
Section [5.3| presents results for the volunteers dataset, the system’s performance in a real environ-
ment.

Table [5.1] describes each dataset used for evaluating the system. The results of the first set
of experiments were obtained using the labeled datasets. The second set of experiments used the

labeled datasets for training and the volunteers dataset for testing.

Table 5.1: Datasets used to evaluate the system’s performance.

First Layer Second Layer
Training Test Test
First Labeled dataset 1 Labeled dataset 1 Labeled dataset 2
Experiments May 1 to 9, 2021 May 10 to 12, 2021 May 13 to 20, 2021
Second Labeled datasets 1 and 2 Volunteers dataset Volunteers dataset
Experiments May 1 to 20, 2021 August 9 to September 9, 2021  August 9 to September 9, 2021

5.1 First layer — local detection

In this section, we present the results of the local detection. Section[5.1.1]describes the training and
test sets and Section compares F1 Scores across different machine learning (ML) models used
to detect attacks from individual home routers. The best model from Section E.1.2lis evaluated and
interpreted in Section We then evaluate the best model in various scenarios: (1) a “smart”
attacker adjusts malware parameters to generate traffic at lower rates aiming to avoid attack
detection (Section ; (2) new, unforeseen malware, different from that used during training,
is introduced (Section ; (3) the training data contains mislabeled samples to account for
uncertainty in the baseline traffic data (Section . Finally, in Section we compare our
classifier to simple threshold policies to verify whether or not the added complexity of ML models

is indeed needed.

5.1.1 Training and test sets

For training and evaluating the local detection layer, we use the labeled dataset 1 (first 12 days),
leaving the labeled dataset 2 (remaining 8 days) for the evaluation of the second detection layer
(Section|5.2)). The training and test datasets contain a mixture of the seven different attack vectors
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from Mirai and BASHLITE (see Table[4.1)). Attacks from both malware are used for training and
testing purposes, with the exception of Section [5.1.5] We use 5-fold cross-validation for model
selection with 75% of the data, corresponding to 9 out of 12 days considered. Once the best model
is selected, the first 9 days of the dataset are used for training and the remaining 3 days for testing.

By the end of 2016, roughly 5% of Deutsche Telekom’s customers were infected by Mirai [71].
A study from 2012 [72] estimates an even higher infection rate of approximately 20%. In addition,
according to [0], the median of the interval between sequences of commands from a CnC server
is approximately 2,600 secs. This is approximately 32 attacks per day and 385 total attacks
during a 12-day period. Consequently, we set the number of DDoS attacks to A = 385. Since,
given evidence from [71], 5% of customers were infected and our 12-day training dataset contains
data from 4,764 homes, we set the number of infected homes in the labeled dataset 1 to b = 238
(approximately 5% of the homes). Our results show that parameters A and b have little impact on
the classifier’s performance since all samples are treated independently. Motivated by the study in
[70], the majority of attacks are short, and we consider that 95% of the attacks last an average of
2 minutes (ps = 0.95).

5.1.2 Model selection

We evaluate five ML models: Logistic Regression, Decision Tree, Random Forest, Gaussian Naive
Bayes, and Multilayer Perceptron. These models are chosen to favor simplicity, i.e., aiming to test if
simple models can be used to achieve our objectives. The F1 score is the target performance metric
for comparison, and we use a 5-fold cross-validation on the training set. Table summarizes the
results. The Random Forest model exhibits the best performance with an average F1 Score (among
5 folds) of 0.9729. Therefore, we use Random Forest to obtain the results in the sequel.

Table 5.2: F1 score using 5-fold cross validation.

Model F1 score
Logistic Regression 0.8856
Decision Tree 0.9520
Gaussian Naive Bayes 0.7508
Random Forest 0.9729

Multilayer Perceptron 0.9417

5.1.3 Model evaluation

Table 5.3: Summary of Random Forest results.

Metric Baseline Smart attacker New variant Mislabeled
Section lm‘ Section lm‘ Section lm‘ Section lm‘
Accuracy 0.9995 0.9996 0.9996 0.9993
F1 Score 0.9715 0.9691 0.9725 0.9614
TPR 0.9524 0.9504 0.9531 0.9325
FPR 7.5-107° 7.5-107° 5.6-107° 6.6-107°

Avg. alarms / day 0.11 per home 0.11 per home 0.08 per home 0.10 per home

We evaluate the efficacy of the local and second-layer detectors using metrics such as True
Positive Rate (TPR) and False Positive Rate (FPR), among others. However, due to the sliding
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Table 5.4: True Positive Rate for each attack.

Malware Attack vector TPR
Mirai UDP flood 0.9451
Mirai TCP SYN flood 0.9570
Mirai TCP ACK flood 0.9748
Mirai UDP PLAIN flood 0.9304
BASHLITE UDP flood 0.9422

BASHLITE TCP SYN flood 0.9585
BASHLITE TCP ACK flood 0.9665

window nature of the first-layer classifiers, some clarification is needed. For a given attack vector v,
the TPR is the number of sliding windows that contain attack traffic of type v that were correctly
classified (true positives) divided by the total number of sliding windows that contain attacks of
that type. Consequently, the TPR measures how effective a local classifier is at identifying an
attack based on the interval covered by each window. Each local classifier utilizes only the data
samples contained within that specific window. Since an attack can span multiple windows, we
use a metric called “Attack Detection Probability” (ADP) to measure the overall effectiveness of
the classifier in detecting attacks. The definition of ADP will be provided later.

Table [5.3] shows the results of the Random Forest model used in the first layer employing the
test set. As mentioned in Chapter [3] each local classifier provides a classification result every
minute, utilizing a data window of size 7 = 5, with each window containing 12 features. The
Random Forest model achieves an accuracy of 0.9995, and the True Positive Rate (TPR, or recall)
is 0.9524. On average, we observe 0.11 false alarms per home per day, with a False Positive Rate
(FPR) of 7.5-1075, indicating a very low misclassification rate. We list the ML metrics in Table
at column “Baseline”.

To evaluate the model’s performance with respect to different attack vectors, we compute the
TPR for each attack vector v and show the results in Table £-4l We remind the reader that
our model was trained with a mix of attack vectors. Therefore, the results reported in Table
indicate that if the attacker uses only a single vector, our detection mechanism still accurately
identifies the attacks. We also note that some attacks, like the ones that use TCP (with higher
packets per second rates), are easier to detect than others.

Attack detection probability (ADP)

An attack can occur across multiple consecutive sliding windows, allowing the detection of
attack traffic in one or more of those windows that capture at least part of the attack. Consider
an attack of duration « minutes. Traffic from this attack will be present in 7 4+« — 1 consecutive
windows, where T is the size of the sliding window in minutes. We consider an attack to be detected
by the local classifier if the model produces a true positive result in at least one of the windows
that contain the traffic of that attack. We define the attack detection probability (ADP) as the
number of attacks detected in at least one sliding window divided by the total number of attacks

While TPR measures the effectiveness of the local classifier in detecting an attack at each time
slot using data from the corresponding sliding window, ADP evaluates the overall likelihood of
detecting an attack at least once during its entire duration. TPR evaluates slot-by-slot classification
accuracy, whereas ADP focuses on whether an attack is recognized at any instant during its
occurrence, regardless of when it is detected. In the case of this work, TPR is applied to local
residences, and ADP is used to assess the local classifiers and the second-layer detector. For the
test set, the ADP is 0.9951. For comparison, the classifier’s TPR is 0.9524.

48



It should be observed that TPR is expected to increase with v and, in addition, TPR is smaller
than or equal to ADP. Let p; be the attack detection probability at ¢; with corresponding window
w;. For a given window size 7, let E, be the expected number of attack slots per window covering
the attack. It is simple to show that F,. increases with . The probability of detecting an attack in
window w; depends on how many attack slots are present in that window. A reasonable assumption
for machine learning classifiers is that p; is an increasing function of E,., since the more attack
slots per window, the higher the probability of detecting an attack in that window. TPR is the

expected value of p; across all windows, and then it follows that TPR also increases with ~.
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Figure 5.1: Illustration of the behavior of the classifier for a residence (local classi-
fier). (Repeated from Figure |3.2| for convenience.)

Concerning ADP, an attack is considered detected if at least one of the windows that contain
attack slots successfully detects it (see Figure[5.1). The probability that at least one of the (7+~v—1)

windows covering an attack starting at time a; issues an attack warning is given by

(T4+vy-1)
ADP(attack starting at a;) =1 — H (1 —pitj—1).
j=1

Then, clearly ADP > TPR if 0 < p < 1, that is, ADP benefits from multiple detection opportuni-
ties.

Next, we will examine whether the type of attack, either short or long, affects the ADP. We
have a TPR of 0.9498 for short attacks, and for long attacks, we have a TPR of 0.9762. The
attack detection probability for long attacks is also higher because there are more sliding windows
encompassing one attack in a home. In particular, our classifier can detect all long attacks in
our test set, i.e., the estimated ADP of long attacks is 1, while the attack detection probability
of short attacks is 0.9949. Since long attacks are easier to detect, an intelligent attacker may use
this information and prefer short attacks to increase the chances of the attack going undetected.
However, short attacks may be less effective.

Time to detect (TTD)
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The time to detect an attack is also an important metric to evaluate. Using the example of
Figure [5.1] the time it took for the local classifier to detect the attack that started in ¢; was two
slots and three slots for the attack starting at t;. Assoon as the attack is detected, countermeasures

can be taken at the local level, possibly isolating the local router if needed.
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Figure 5.2: Hlustration of the behavior of the second-layer detector. It receives one
bit of information from local classifiers. (Repeated from Figure [3.3|for convenience.)

TTD can also be assessed at the second layer. Figure [5.2] illustrates that the second-layer
detector may identify an attack more quickly or slowly than a specific local detector. Once the
second layer detects a DDoS attack, further actions can be taken at the local level, as the confidence
that a DDoS attack is indeed occurring improves.

In summary, short detection times are critical to adopt countermeasures and prevent subse-
quent attack attempts that may occur in short time intervals [6]. Among attacks detected by the
classifier, 86.90% are detected within one minute, while 99.06% are detected within two minutes.

Feature evaluation

We use the importance metric based on the Gini index to evaluate the relative relevance of
the twelve features used as inputs to the Random Forest model. Table [5.5| shows the results. The
most important feature is the maximum of the upstream packets per second (pps) rate (Gini 0.298)
followed by the difference between the maximum and minimum of the upstream pps rate (Gini
0.211). We note that the information collected from the download traffic is also important for
detection. The fourth most important feature is the maximum ratio of upstream to downstream
pps rates (Gini 0.111). Our data shows that legitimate home user traffic usually exhibits a high
correlation between download and upload rates, differing from DDoS attacks. The top six features
are derived from packets per second rates, but features based on bits per-second rates add useful
information. We tested the classifier when only packet-rate-based features are used and compared
the results with those obtained when both packet-rate and bitrate-related features are employed.
In the first case, the F1 score is 0.9641, and in the second, it is 0.9715. The false positive rate is
10~* with only packet-rate-based features and 7.5 - 107 using all features.

Model interpretation. Random Forest models have limited interpretation capabilities be-
yond analyzing the importance of features. To circumvent its limitations, we use a simpler model

— a Decision Tree (DT) — as a global surrogate [73] Chap.§]. A surrogate is a simple interpretable
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Table 5.5: Feature importance of Random Forest model

Feature Gini index
Up pps: Max 0.298
Up pps: Max - Min 0.211
Up pps: Std Dev 0.181
Up/down pps ratio: Max 0.111
Up/down pps ratio: Max - Min 0.075
Up/down pps ratio: Std Dev 0.036
Up bps: Max - Min 0.030
Up bps: Std Dev 0.030
Up bps: Max 0.023
Up/down bps ratio: Max - Min 0.003
Up/down bps ratio: Max 0.001
Up/down bps ratio: Std Dev 0.001

model used to reproduce the output of a more complex one. Decision Trees, for example, are often
used to explain black box models due to their simplicity [74H7g].

We build a global surrogate by training a DT with the training set but replace the true labels
with the RF predictions. The maximum depth is limited to two to facilitate the interpretation.
We believe the surrogate’s performance (F1 score equal to 0.9518) is good enough to facilitate the
interpretation of the RF’s output but not to replace it in the classification step.

Figure shows the resulting Decision Tree. The root node separates a large portion of the
samples. For 99.8% of the sliding windows classified by the RF as normal, the standard deviation
of the upstream pps rate is lower than or equal to 588.123 (left subtree). On the right-hand side,
we see that most samples with higher upstream pps standard deviation are classified as attack.
The second level of the tree shows that, after the standard deviation, the ratio between upstream
and downstream traffic (either bytes or packets per second) will, in great part, determine whether

a sliding window is classified as normal or not.

Figure 5.3: Global surrogate model: Decision Tree trained to reproduce the Random
Forest’s predictions.

In summary, there are three important features for classifying most windows: the standard
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deviation of the upstream pps rate, the ratio between upstream and downstream traffic in bytes
and the ratio between upstream and downstream traffic in packets per second. Windows classified

as attack have higher values for the three features when compared to windows with normal traffic.

5.1.4 Smart attacker

Both Mirai and BASHLITE allow the attacker to set a custom payload size through commands
issued by the CnC server. The sole exception is Mirai’s TCP SYN flood attack, which is not
configurable by default. The payload size parameter enables the attacker to adjust the attack’s
characteristics, trading off between a higher bits per second (bps) rate — by using larger payloads to
maximize bandwidth consumption — and a higher packets per second (pps) rate — by using smaller
payloads to overwhelm the target’s packet-processing capacity. Therefore, a “smart” attacker could
try to avoid detection by modifying this parameter.

We generate a new labeled dataset using the procedure described in Section [{.1] varying the
packet payload sizes: 512B and 1400B for TCP SYN/ACK flood attacks; 0B and 512B for UDP
flood attacks. We tested our model — which was trained with TCP attacks with empty payloads
and UDP attacks with 1400B payloads — with this new dataset to assess its performance when

detecting attacks with a different configuration than the one the model was trained with.

Table 5.6: TPR when different payload sizes are employed.

Malware Attack TPR
Mirai UDP flood 0.9488
Mirai TCP ACK flood 0.9653
Mirai UDP PLAIN flood 0.9334
BASHLITE UDP flood 0.9499

BASHLITE TCP SYN flood 0.9598
BASHLITE TCP ACK flood 0.9495

The results are close to those shown previously in Section suggesting that the classifier
is robust enough to detect attacks with different payload sizes than those used to train the model.
There is a small decrease in F1 Score, from 0.9715 to 0.9691 (Table . Comparing Tables
and [5.4] we do not see a noticeable performance difference for each attack vector. An advantage
of our methodology is that if the attack parameters change, we can easily generate a new dataset

including attacks with the new parameters observed in the wild and retrain the classifier.

5.1.5 Detecting a new (unknown) attack: knowledge transfer

The Mirai malware, that was responsible for record-breaking attacks in 2016 and is still considered
a threat [5, [OHIT], evolved from BASHLITE [66]. Despite sharing some attack vectors (like TCP
SYN/ACK flood and UDP flood), the source code from both malware is significantly different. To
analyze the performance of our classifier when facing a new malware variant, we train our model
solely with BASHLITE attacks and try to detect Mirai attacks on the test set.

By comparing the results with those obtained when training with all attack vectors (Sec-
tion [5.1.3)), we observe similar results for FPR (5.6 - 107°) and TPR (0.9531). When considering
attack vectors individually (Table , it is interesting to note the high true positive rate for
UDP PLAIN flood attacks. Although not implemented by BASHLITE, these attacks seem to
have a signature closer to BASHLITE’s attack vectors. It turns out that the simplicity of the
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proposed classifier is key not only for performance purposes but also to achieve the desired level of

generalization.

Table 5.7: TPR for Mirai’s attacks using BASHLITE model.

Attack TPR

UDP flood 0.9474
TCP SYN flood 0.9434
TCP ACK flood 0.9775
UDP PLAIN flood 0.9440

5.1.6 Effect of mislabeled training data

The ISP did not detect any DDoS attacks during the data collection period. However, we cannot
assure that our data does not contain attacks. Samples that were considered legitimate user traffic
might actually contain attack traffic. In the following, we evaluate the impact of mislabeled data
on the training set.

We randomly choose 5% of the attacks in the training set and change the labels from “attack
traffic” to “normal traffic” on all corresponding sliding windows for all infected homes. Then, we
train a Random Forest classifier with the new dataset and evaluate it using the test set with correct
labels. While the FPR remains low (6.6 - 1075), we notice a slight decrease in the classifier’s TPR
(from 0.9524 to 0.9325). Nonetheless, even when we add mislabeled samples to the training set,
the classifier’s ADP remains high (0.9943), with 97.9% of all attacks detected in up to two minutes.

5.1.7 Evaluating threshold policies

This section aims to evaluate the performance of a simple threshold policy in the first-level detector
compared to the performance of the Random Forest model we trained. By “simple threshold policy“,
we refer to a simple strategy that employs a threshold ¢ on the upload throughput packet rate to
determine whether attack traffic is present on a slot. Then, for each slot, a traffic rate above ¢ is
classified by the local (first-level) detector as traffic that includes an attack.

We selected various threshold values ¢ based on the percentiles of the upstream packet rate
during attacks and calculated the resulting F'1 Score for each. The highest F1 Score obtained was
F1 = 0.7478 (taking into account the class imbalance rate), with a corresponding TPR = 0.7276
and FPR = 9.3 x 1074, This was achieved when ¢ = ¢, = 1,844pps when ¢, corresponds
to the 25th percentile of the traffic rate during attacks. These values are considerably worse
than those obtained using the Random Forest classifier (F1 Score of 0.9715, TPR = 0.9524 and
FPR = 7.5 x 1079).

Increasing the threshold from ¢, is expected to improve (reduce) the false positive rate (FPR)
while worsening (reducing) the true positive rate (TPR). However, the exact magnitude of this
change is unknown. For example, if ¢ = 3,895 pps, corresponding to the median of the traffic rate
during attacks, then FPR = 1.8 x 10~4, which is approximately 19% of its value when ¢ = ¢,.
However, this comes at the expense of the TPR. The new value is approximately 62% of that when
¢ = ¢ (TPR = 0.4541), which is significantly low, implying F1 Score = 0.6066.

Overall, the Random Forest model consistently outperforms the single-threshold policy at any
threshold, making it a better choice for the first-layer (local) detector, achieving both high detection

rates and low false alarm rates.
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Table 5.8: True Positive Rate (TPR) for each attack and scenario.

Malware Attack vector Baseline Smart attacker = New variant Mislabeled
(Section Iml) (Section Im]) (Section m (Section m

UDP flood 0.9451 0.9488 0.9474 0.9332

Mirai TCP SYN flood 0.9570 - 0.9434 0.9425
TCP ACK flood 0.9748 0.9653 0.9775 0.9661
UDP PLAIN flood 0.9304 0.9334 0.9440 0.9058
UDP flood 0.9422 0.9499 - 0.9371

BASHLITE TCP SYN flood 0.9585 0.9598 - 0.9416
TCP ACK flood 0.9665 0.9495 - 0.9074

Table aggregates the results for all scenarios and attack vectors that were considered in
Section No (attack vector, scenario) combination led to a TPR lower than 0.90, showing the

robustness of our approach for local detection.

5.2 Second layer — spatio-temporal correlation

In the previous section, we showed that 99.5% of all attacks in the labeled dataset 1 were detected
at the first layer (ML classifier) with a very low number of false positives. Fortunately, attacks
“missed” by the first layer can be detected when we combine the outputs from multiple homes and
add a second detection layer. In the following, we show how results can be improved by using our

Bayesian model.

5.2.1 Dataset

As described in Section we use the labeled dataset 1 (first 12 days) to train and test the
Machine Learning classifier. The labeled dataset 2 (last 8 days) is left for the evaluation of the
spatio-temporal correlation layer. We opted to be conservative when evaluating the second layer,
decreasing the fraction of infected homes from 5% (labeled dataset 1) to 1% (labeled dataset 2). The
rationale is that if the second layer has good performance when the number of infected devices
is lower than expected, it should perform even better when a DDoS attack mobilizes a greater
number of devices.

Both labeled datasets are built with data collected from more than 4,000 homes configured
to send measurements to a central server at one-minute intervals (Section . However, due
to issues like loss of Internet connection, power failures, and periods of server maintenance, the
number of home routers that send a measurement to the server varies over time. In certain minutes
of the collection period, the number of measurements from distinct homes is much less than 4, 000.
To address this missing data issue, we added a simple pre-processing step, leaving out of our
evaluation the minutes when: (1) fewer than 4,000 home routers sent a measurement; or (2) less
than 50% of infected homes sent a measurement. In this process, we discard approximately 13%
of measurements in the period. Section [5.3] shows that we can still obtain good results when the
number of homes is less than 4, 000.

After filtering the labeled dataset 2, we apply the previously trained classifier. Define z; as
the total number of homes that reported positive (i.e., the classifier reported an attack) for the
i-th 5-minute sliding window. Figure shows a scatter plot comparing the real number of homes
participating in an attack (b) and the total number of positive results (z;) for each sliding window.

When no DDoS attack is occurring (blue dots), we observe up to 6 homes reporting a false alarm
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in the same sliding window (x; < 6 and b = 0). During DDoS attacks (orange dots), the number
of attacking homes b varies between 23 and 47. When z; < b, the first layer failed to detect some
of the attackers. In the case where x; > b, there are false and true positives in the window i. With
a perfect classifier on the first layer, all orange dots would be on the green line, i.e., z; = b for all

windows with attacks [1
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Figure 5.4: Scatter plot comparing the actual number of attacking homes b at each
sliding window to the observed number of positive results x; during periods with
(orange) and without DDoS attacks (blue).

5.2.2 Choice of hyperparameters

The hyperparameters oy, By, ap, Br, ap and Sp in our Bayesian model determine the shape of the
probability distribution of the latent variables 6y, 0 and 6 before observing a sample x; (notation
in Table . A non-informative uniform prior is far from what we would expect in a real setting.
First, based on the results for the labeled dataset 1, we can expect that the actual false positive
probability 87 will be close to 0, while the true positive probability 8 will be closer to 1. Second,
based on previous reports such as |71} [72], a probability of infection 6, close to 1 (indicating that
nearly all homes are infected) is very unlikely.

Therefore, we opt for the use of informative priors following the guidelines in [63] [79]. All
priors begin with a vague Beta(1,1) “proto-prior” that is updated by a small set of representative
dataset samples. The hyperparameters of the Beta prior distribution were calculated from the
mode and concentration of the Beta distribution [63]. Based on the performance of the classifier
(Section, we set the prior modes of 8y, O and 0p to be equal to, respectively, 0.05, 7.5-107°

I'We could also have z; = b for all attacks if the classifier happened to miss some bots and
always raise an equivalent number of false alarms.
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and 0.95. For the Poisson and binomial models, we set O = 7.5-107° and éD = 0.95. The
concentration of the Beta prior distribution — defined as the sum of the two shape parameters
«a and f — quantifies the uncertainty around its mode and can be interpreted as the equivalent
number of prior samples in a Beta-binomial model. The concentration parameters (kp, Kp, KF)
are determined by selecting approximately 0.01% of the total number of samples in the training
set. Specifically, k, and kp are set equal to the number of samples labeled as “attack”, while kg
is set equal to the number of samples labeled “normal”. We obtained the following values for the
concentration of 6, 0 and 0p, respectively, k, = 52, kp = 5002 and kp = 52. Consequently, we
have ap, = 3.5, B, = 48.5, ap = 1.375, Br = 5000.625 and ap = 48.5, fp = 3.5. We emphasize
that the mode of the prior distribution selected for parameter 6, is five times larger than the
actual fraction of infected homes in labeled dataset 2. This indicates that the model will, a priori,

anticipate a higher number of infected homes.

5.2.3 Attack detection probability (ADP)

As discussed before, attack traffic will span over multiple sliding windows. A DDoS attack is
successfully detected if there is strong evidence for at least one window in favor of H; (the observed
data indicates a DDoS attack). Figure shows the values of the variables b and x; during a long
BASHLITE UDP Flood attack in the labeled dataset 2. The number of attackers b vary over time
due to the missing data. The number of homes raising an alarm for each window, x;, is usually
very close to b thanks to the good performance of the first layer. Right after the attack starts, we
have x; = 34, b = 44 and, according to the beta-binomial model, BFg = 6.5 - 107. This evidence
is more than enough to detect this attack within a minute. One minute later, we have z; = b = 45
simultaneous alarms and, thus, a stronger evidence in favor of the hypothesis of an attack with
BFp =2.4-10".
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Figure 5.5: Number of attackers b (blue) and number of simultaneous alarms x;
(orange) during a long BASHLITE UDP Flood attack sample.

Over the eight days period, the three attack models (Poisson, binomial and beta-binomial)
successfully detect all attacks in the dataset with the given hyperparameters. The models return

decisive evidence in favor of Hy; (BF19 > 100 [1]) for all windows in which infected homes were
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attacking. All attacks in the dataset were detected in up to one minute. This result sug-
gests that our Bayesian model is robust, detecting attacks even when the real number of attackers
in the labeled dataset 2 (47 infected homes) is lower than the expected value of b given 6;’s prior
(269 infected homes E[)

5.2.4 False alarms

Our results show that the second layer improves the attack detection probability (ADP) and the
time to detect an attack (TTD) while maintaining a low incidence of false alarms. Table
presents how samples without attack traffic are classified by each model according to the Bayes
Factor. The vast majority of the samples are correctly categorized as “normal”. In most cases, there
is decisive evidence in favor of Hy, i.e., BF19 < 1/100. Only one “normal” sample is categorized as
an attack by the Poisson model with strong evidence and by the binomial model with substantial
evidence. When an alarm is triggered based on substantial evidence of an attack (BFig > 3), the
beta-binomial model produces no false alarms, while the Poisson and binomial models result in

only one false alarm each.

Table 5.9: Categorization of “normal” samples in the labeled dataset 2. Evidence
categories based on [I].

Hypothesis Evidence Bayes Factor Range Poisson Binomial Beta-binomial
Decisive BF1p < 1/100 7317 7322 7340

Very strong  1/100 < BF1o < 1/30 20 15 0

H, Strong 1/30 < BFyp < 1/10 0 0 0
Substantial 1/10 < BFy < 1/3 0 2 0
Anecdotal 1/3<BFp <1 2 0 0
Anecdotal 1<BFp3 <3 0 0 0
Substantial 3 <BFi <10 0 1 0

Hy Strong 10 < BF19 < 30 1 0 0
Very strong 30 < BFg < 100 0 0 0

Decisive BFi9 > 100 0 0 0

Adding a second DDoS detection layer is beneficial, increasing the ADP while decreasing the
TTD. Moreover, the results show that the Bayesian model (and its variations) is robust when
the prior distributions are informed by a small representative set (as recommended in [79]). The
model detects all attacks, even when the number of infected homes, b, is approximately 17% of the

expected value a priori.

5.2.5 Model evidence

To better understand the second layer’s performance, we now briefly discuss some numerical results.

Figure presents the probability mass function of z; under two hypotheses: (1) Hy (no
attack), represented in blue; and (2) H; (attack), represented in orange. The hyperparameters
are set as described in Section and each plot represents a different variation of the Bayesian
model. The plots indicate a clear separation between the two distributions, where the probability
of observing higher values of x; is significantly greater under attack scenarios than during normal
traffic conditions. The red and black lines in Figure [5.6]indicate critical Bayesian factor thresholds:
(1) The red line represents BF,g > 10, indicating strong evidence in favor of Hy; and (2) The black

line represents BF1y > 100, indicating decisive evidence for H;.

2For N = 4000, o = 3.5 and B, = 48.5, we have E[b] = Nab‘ibﬁb ~ 269.
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Figure 5.6: Model evidence (PMF of z;) under hypotheses of attack (orange) and
no attack (blue) according to each model.
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In particular, the Poisson and binomial models require a small number of alarms to reach
strong (BF1p > 10) and decisive (BF19 > 100) evidence thresholds. Furthermore, the transition
from strong to decisive evidence occurs within a small range of x;, meaning that only a few
additional positive results are required for the models to significantly increase their confidence in
attack detection.

Compared to Poisson and binomial models, the Beta-binomial model shows more conservative
detection behavior, as indicated by the higher number of alarms required to reach strong and
decisive evidence thresholds. This is because, in the Beta-binomial model, 0 is treated as a
latent variable with a prior distribution rather than a fixed parameter. Using a prior introduces
additional uncertainty, requiring more observations to accumulate sufficient evidence. However,
as discussed in Section the prior distribution of fr can be updated using real data. This
adaptive approach allows the model to refine its estimates over time, potentially reducing the
number of alarms needed to reach strong or decisive evidence.

Additionally, the probability of false alarms under normal conditions is nearly zero for all

models, indicating robustness against misclassification in benign scenarios.

5.3 DDoS attacks on volunteer residences

We now assess the performance of our system using the volunteers dataset described in Section
We start by training the first layer’s Random Forest model using the labeled datasets 1 and 2, from
May 1 through May 20, totaling ~ 116 million (homes x sliding windows) samples.

We apply the machine learning classifier (corresponding to the first layer) to the 31-day vol-
unteers dataset, which contains traffic data from 200 homes, 10 of which have an infected device.
The Attack Detection Probability (ADP) for the first detection layer is ~ 0.97 (vs. = 0.995 on the
labeled dataset 1). Among the successfully detected attacks, 73% were detected in up to 2 minutes.
The Random Forest’s false positive rate was approximately ten times greater than that observed
in the labeled dataset 1: 6.8 - 10~* but is still very low.

Similar to previous findings, the results show improvement when incorporating the second layer.
To handle missing data, we follow the same approach as described in Section We discard
sliding windows where either (1) fewer than 175 home routers submitted their classification reports
or (2) less than 50% of the infected homes submitted a report. Approximately 3% of the reported
data were discarded in this process. Hyperparameters are set as in Section[5.2.2] with priors’ modes
chosen according to the classifier’s performance. Since the number of homes N in the volunteers
dataset is approximately 20 times less than in the labeled datasets, we scale the concentration
of the beta priors accordingly by dividing it by 20. Therefore, we have «p = 1.125, 8, = 3.375,
arp = 1.019, g = 250.981, ap = 3.375 and SBp = 1.125 for the volunteers dataset.

We analyze the results when only “normal” samples (i.e., those without an attack) are consid-
ered in Table [5.10} The beta-binomial model does not raise any false alarms (that is, there are
no “normal” samples for which BF1y > 1. In contrast, the Poisson and binomial models produce
288 false alarms with Bayes Factor in the range of decisive evidence in favor of Hy (BF1o > 100 ).
This results in a false positive rate (FPR) of 7.1-1072 and an average of 10.2 false alarms per day
across a total of 200 homes.

Table [5.11] presents an analysis of all samples in the volunteers dataset. An attack is considered
detected if there is at least substantial evidence supporting Hy (i.e., BF1o > 3) in at least one sliding
window for each attack. The average detection probability (ADP) for the beta-binomial model is

0.991, while it is 1 for both the Poisson and binomial models. The beta-binomial model successfully
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Table 5.10: Categorization of “normal” samples in the volunteers dataset. Evidence

categories based on [I].

Hypothesis Evidence Bayes Factor Range Poisson Binomial Beta-binomial
Decisive BF9 < 1/100 0 0 0

Very strong 1/100 < BF19 < 1/30 35819 35819 35819

Hy Strong 1/30 < BFyp < 1/10 0 0 4629
Substantial 1/10 < BF19 <1/3 0 0 276
Anecdotal 1/3<BFp <1 4521 4353 12
Anecdotal 1<BF <3 108 276 0
Substantial 3 < BF19 < 10 0 0 0

Hy Strong 10 < BF19 < 30 0 0 0
Very strong 30 < BF¢ < 100 0 0 0

Decisive BFi > 100 288 288 0

detects 73.0% of all attacks within 2 minutes, with a maximum time-to-detection (TTD) of 5

minutes.

1,018 alarms raised by both the Poisson and binomial models. The Poisson and binomial models

Additionally, the beta-binomial model generated a total of 516 alarms, compared to

detected all attacks within two minutes at the expense of a high number of false alarms.

Table 5.11: Summary of results for the volunteers dataset.

Metric Poisson Binomial Beta-binomial
Inform. Uniform Inform. Uniform Inform. Uniform Ulr:l,lrfi(z;m
Pri Prior (6, Pri Pri 0 Pri Pri (%
rior rior (0p) rior rior (0y) rior rior (0p) (09,01, 0)

ADP 1 1 1 1 0.991 0.927 0
TTD < 2 min 100% 100% 100% 100% 73.0% 58.2% 0%
FPR 71-107% 71-107% | 7.1-107% 7.1-1073 0 0 0
Avg. false 10.2 10.2 10.2 10.2 0 0 0
alarms / day

The high number of false alarms generated by the Poisson and binomial models can be at-
tributed to the fixed values of 0 and #p which are constant parameters determined based on the
results obtained for the labeled dataset 1 (refer to Figure . In the case of the beta-binomial
model, 8z and fp are latent variables and, therefore, have a prior distribution instead of a con-
stant value. By setting O and p to the actual (unknown) FPR and TPR values for the volunteers
dataset, the number of false alarms with BFyy > 3 (indicating at least substantial evidence in favor
of Hy) decreases significantly from 288 to 12.

Next, we evaluate the impact of adopting non-informative uniform priors on our results. Uni-
form Beta(1,1) priors are commonly used to reflect a lack of a priori information about the
probability parameter 6,. This means that all values of 6, between 0 and 1 are equally likely
before observing any data.

Similarly, when using a uniform @5 prior, the classifier’s false positive rate (FPR) can either be 0
(never raising a false alarm) or 1 (raising a false alarm whenever possible), with equal probability.
Although this is an unreasonable assumption, we evaluate the impact of uniform priors in our
dataset for the sake of completeness.

In Figure we plot the model evidence for each model under both informative and uniform
priors. Figures[5.7a] and illustrate that for the Poisson and binomial models, using a uniform
prior for the 0, parameter (a;, = B, = 1) does not alter the threshold value of z; at which the Bayes
Factor BF1g reaches 3. Consequently, key detection performance metrics such as ADP, TTD, and
number of false alarms remain unchanged.

However, when a uniform 6, prior is applied in the beta-binomial model while maintaining
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informative priors for 6 and 0p (Figure , increases the threshold for substantial evidence in
favor of Hy from z; = 5 to x; = 7. This adjustment makes the model more conservative, meaning
it detects fewer attacks (lower ADP) and takes longer to identify them (longer TTD). Despite this
stricter detection threshold, the number of false alarms remains at zero, suggesting that the choice
of 6, does not influence false alarm rates under these conditions.

Finally, if uniform priors are assigned to 6y, 0, and 0p in the beta-binomial model (results
omitted from Figure , no attack can be detected, as no value of x; satisfies BF;g > 3. A
summary of all results is provided in Table [5.11]
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Figure 5.7: Model evidence (PMF of z;) under hypotheses of no attack (blue) and
attack (informative priors in orange and uniform priors in green) given N = 175.

When using the volunteers dataset, our two-layer DDoS detection system achieved the following
results: (1) it detected 97% of all attacks near their origin, at the home routers; (2) it identified
99.1% if attacks using the beta-binomial model and 100% of the attacks using the binomial and
Poisson models when accounting for spatio-temporal correlations; (3) it provided a reasonably
short detection time for attacks, typically within 2 minutes; (4) the beta-binomial model raised
no false alarms. Furthermore, the beta-binomial model demonstrated robust performance even
when its hyperparameters were adjusted based on different data (labeled dataset 1). To the best
of our knowledge, no previous work has employed such a comprehensive dataset to evaluate DDoS

detection.

61



Chapter 6

Conclusion

As mentioned in Chapter [I] several studies have shown that IoT devices are being infected on a
large scale due to insufficient protection mechanisms (e.g., weak authentication, outdated firmware,
and misconfigurations) [11l 12]. Moreover, Mirai-based attacks remain prevalent, as reported by
major cybersecurity companies. Studies such as [80] emphasize that Internet Service Providers
(ISPs) play a crucial role in mitigating DDoS attacks, as most infected devices operate within
their networks. These facts motivated our work to develop efficient detection mechanisms that
can be implemented in residential routers. Additionally, our approach can be used to identify
residences within an ISP’s network that are participating in an attack, enabling the ISP to assist
customers in enhancing the security of their local devices.

Most previously proposed attack detection methods rely on sensitive packet header information,
such as source and destination IP addresses, protocols, and ports, to detect attacks. Furthermore, a
notable shortage of DDoS datasets containing authentic traffic data exists. This scarcity motivated
us to collect real residential traffic and design experiments to evaluate the feasibility of our proposed
approach.

We propose a two-layer, lightweight, privacy-preserving system for DDoS detection that relies
solely on byte and packet count data, metrics that are easily obtained even from inexpensive home
routers. The first detection layer is implemented on these routers and uses a simple pre-trained
ML classifier trained on real residential traffic collected from thousands of homes. The second
layer can be implemented in a simple server and utilizes a Bayesian hierarchical model to correlate
detection results across different residences using the ISP’s services.

We partnered with an ISP to gather upload and download byte and packet counts from traffic
flowing through residential routers in 4,870 homes across 14 cities. Over 20 days, these metrics,
collected from off-the-shelf home routers, were used to construct a device-agnostic model. Attack
vectors were generated using real source codes from Mirai and BASHLITE. (The generated labeled
datasets have been made public and are available upon request.)

We evaluated the performance of our approach using two datasets. The first, called the labeled
dataset, was constructed by combining real residential traffic from the partner ISP, representing
baseline regular activity, with DDoS attack traffic generated in a controlled laboratory environ-
ment using authentic malware source code. The second dataset, the volunteers dataset, includes
traffic data (both regular and attack) collected from ten volunteered residences over 30 days. The
volunteers hosted an infected Raspberry Pi device running authentic malware source code and
were unaware of when the device would initiate an attack. Additionally, the volunteers dataset was

expanded with traffic data from an additional 190 users from the partner ISP.
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We show that the first detection layer was effective, while the second layer, which employs a
Bayesian model, significantly enhanced detection performance. We also evaluated the time needed
to detect an attack, showing that our approach reacts quickly. Another contribution of our work is
the insight gained regarding how the routers’ ML model classified samples as malicious or legitimate
and identified the most important features for this classification.

In summary, our results indicate that simple statistics derived from byte and packet counts
collected every minute are effective for achieving a high attack detection rate with a very low false
positive rate. Our results also point towards a simple way to identify residences with infected
devices within an ISP’s network.

We published our current results in [61][81][82][83]. Also, other authors used our labeled dataset
in their work [84] [48][85] [86].
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